
IDENTIFICATION OF DDOS ATTACK THROUGH
INTRUSION DETECTION MODEL USING

ENSEMBLE MACHINE LEARNING

ADEEBA ANIS (SN. 1017140010)

A Thesis Submitted in Partial Fulfillment of the Requirements for the

Degree of Master of Science in Computer Science and Engineering

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

MILITARY INSTITUTE OF SCIENCE AND TECHNOLOGY

DHAKA, BANGLADESH

January 2024



IDENTIFICATION OF DDOS ATTACK THROUGH
INTRUSION DETECTION MODEL USING ENSEMBLE

MACHINE LEARNING

M.Sc. Engineering Thesis

By

ADEEBA ANIS (SN. 1017140010)

Approved as to style and content by the Board of Examination on 18 January 2024:

Dr. Md. Shohrab Hossain Chairman (Supervisor)
Professor of Computer Science and Engineering Board of Examination
BUET, Dhaka

Tasmiah Tamzid Anannya Member (Co-Supervisor)
Lecturer of Computer Science and Engineering Board of Examination
MIST, Dhaka

Dr. Fazlul Hasan Siddiqui Member (External)
Professor of Computer Science and Engineering Board of Examination
DUET, Dhaka

Lt Col Muhammad Nazrul Islam Member
Associate Professor of Computer Science and Engineering Examination
MIST, Dhaka

Brig Gen Md Towhidul Islam Head of the Department
Senior Instructor of Computer Science and Engineering Member (Ex-officio)
MIST, Dhaka

Department of Computer Science and Engineering, MIST, Dhaka.



IDENTIFICATION OF DDOS ATTACK THROUGH
INTRUSION DETECTION MODEL USING ENSEMBLE

MACHINE LEARNING

DECLARATION

I therefore declare that this thesis is my unique work and authored entirely by myself. I

have properly credited all sources of material used in the thesis. This thesis has never

been presented for a degree or diploma at any university or institute before (in whole or in

part). All sources and support obtained in preparing this thesis have been acknowledged

and/or cited in the reference section.

Adeeba Anis

Department of Computer Science and Engineering, MIST, Dhaka.



IDENTIFICATION OF DDOS ATTACK THROUGH
INTRUSION DETECTION MODEL USING ENSEMBLE

MACHINE LEARNING

ABSTRACT

A distributed denial of service (DDoS) attack targets at hindering authorized individu-

als from accessing a server or website by flooding it with traffic from many sources. To

avoid a DDoS attack from damaging the target system, detection is required. The sys-

tem becomes unsafe as a result of this attack. The aim of this thesis work is to provide

an ensemble machine learning technique to detect DDoS attack. Another objective is

to select optimal features of the dataset. In this thesis dataset is collected from Kaggle

repository which contains 42 columns and 17171 rows. Firstly, three feature selection

techniques—ANOVA, Mutual Information, and Feature Importance have been used to re-

duce the dataset and increase the performance. Then, optimal features have been selected

using domain knowledge. The traditional machine learning methods K-Nearest Neigh-

bors (KNN), Support Vector Machine (SVM), Decision Tree (DT), and Naive Bayes (NB)

are then used with the chosen features. Next, five ensemble models have been created by

all the combinations of four traditional models - (KNN, SVM, DT), (KNN, SVM, NB),

(KNN, NB, DT), (SVM, NB, DT) and (KNN, SVM, NB, DT). By evaluating accuracy,

precision, recall, and F1-score, the experiment’s outcome is determined. After all the

experiments, the result shows that the ensemble voting classifier by the combinations of

KNN, SVM and DT gives the highest accuracy. Among the feature selection techniques,

feature importance technique gives the maximum accuracy that is 98.86% and by using

the optimal features, highest accuracy to detect the DDoS attack is determined which is

99.4%.
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CHAPTER 1

INTRODUCTION

An intentional attempt to block a computer network or website or server from functioning

correctly by overflowing it with incoming data is known as a DDoS attack (Savita and

Sharma, 2023). In simple terms, it impedes genuine users’ access to the network or web-

site by acting as a virtual traffic jam that clogs it up. Usually, the attacker forms a “botnet”

by coordinating a massive number of computer or devices to concurrently send a massive

amount of requests or data to the target network or website. The server can no longer

handle the volume of traffic, which results in a major slowdown or server breakdown.

This attack is frequently used as a form of extortion, threats, or mischief (K. Kumar and

Barver, 2021).

1.1 Overview

DDoS attacks involve a number of drawbacks for both the individuals or organizations

who are being attacked. The main objective of a DDoS attack is to disable or disrupt

the targeted network or website. As it causes delay and lost sales, this can have serious

consequences for businesses. Individuals suffer because they cannot access the websites

or internet services they require. As a result of disruption of services, the business faces

financial loss and reputational harm.

Now, Intruders have additional opportunity to launch malicious attacks as data is gener-

ated from many sources, so it is necessary to defend servers against them (Samat, 2022).

Since the attacker’s traffic could be difficult to distinguish from legitimate traffic, DDoS

attacks can be challenging to detect and mitigate. Among the techniques and technolo-

gies that may be used to identify and lessen DDoS attacks include network traffic analysis,

anomaly detection, rate restriction, blacklisting, and cloud-based DDoS defense.

To sum up, preventing an attack using DDoS is essential to maintaining service avail-

1



ability, a positive user experience, minimizing monetary losses, safeguarding reputation,

preventing secondary attacks, following the legal requirements, and upholding cyberse-

curity best practices.

Numerous works have been done on the systems related to intrusion detection. By using

DT and NB machine learning techniques on the CAIDA’s Dataset, Tuan et al. were able

to detect DDoS attacks by using SVM, NB, DT, ANN and K-means (Tuan et al., 2020).

Polat et al. detected DDoS attack on SDN (Software Defined Network) dataset (Polat

et al., 2020). On UNSW-NB 15, Azmi et al. used ANN, NB, and DT to detect a DDoS

attack (Azmi et al., 2021). Beulah et al. detected DDoS attack by using ensemble voting

technique for SVM and LR on KDD CUP dataset (Beulah and Pitchai Manickam, 2022).

However, (Tuan et al., 2020), (Polat et al., 2020) and (Azmi et al., 2021) didn’t use any

ensemble machine learning technique while (Beulah and Pitchai Manickam, 2022) used

ensemble voting machine learning for two machine learning algorithms, SVM and LR and

(Das et al., 2019) used ensemble machine learning combining four - NN, SVM, KNN and

DT-C4.5. Our work differs from the previous works in a way that we have used ensemble

voting machine learning technique for three and four machine learning algorithms. We

use ensemble machine learning technique for all the combinations of KNN, SVM, DT

and NB.

1.2 Motivation

DDoS attack is one of the most frustrating and difficult criminal activity to prevent. Even

the largest sites could be taken down easily through this attack by overflowing servers

with requests far more than they can serve. When the servers are incapable of serving

these dummy requests, they crash and most of the time requires a long time to restore.

“One of the most powerful weapons on the internet” is what Norton calls the DDoS at-

tacks. Denial-of-service attacks have the potential to occur at any time, affect any aspect

of a website’s functionality or resources, and cause a great deal of disruption to service

along with significant financial losses. Data indicates that DDoS attacks, which were for-

merly a source of amusement, are now being used by hackers as a means of generating
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revenue or causing damage (Cook, 2023).

From Q2 to Q3 of 2022, there had been a 10% decline in the number of application layer

DDoS attacks, according to Cloudflare (Yoachimik, 2022). In Q2 of 2020, a huge and

long-lasting spike in the number of attacks has been witnessed when coronavirus every-

one to go online (Kaspersky Lab, 2020). As many people are still working from home,

there is still a net increase in the number of attacks.

According to Cloudflare, the third quarter of 2022 witnessed an increase by 67% year-

on-year and 24% quarter-on-quarter. Again, online industries reported a record 131%

increase quarter-on-quarter rise in the number of attacks in the application layer.

2022 saw a higher amount of DDoS activity than the previous years. Furthermore, the

attacks are lasting longer than ever before. In Q2 of 2021, where the average duration of

DDoS attack was 30 minutes, in the Q2 of 2022, the average duration was 50 hours.

When Amazon reported their success against the largest DDoS attack ever recorded, the

searches for “ddos” spiked in June 2020 (BBC News, 2020). However, in September

2022, Google claimed to have stopped a DDoS attack of 46 million requests per second.

Amazon disclosed that it had to fight off a 2.3 Tbps DDoS attack in the first quarter of

2020 (“AWS Shield Threat Landscape Report – Q1 2020”, 2020). This holds significance

for multiple reasons. Firstly, it’s the biggest known attack in history, surpassing the pre-

vious record-holder’s throughput by nearly four times (587 GB/s).

Notable is also the fact that attacks exceeding 100 GB/s are still increasing, despite a

remarkable 967 percent increase in 2019 over 2018. Attacks between 50 and 100 GB/s

also rose 567 percent in the same year. Fig. 1.1 shows the amount of data in DDoS attacks.

Our proposed ensemble model is able to classify ddos attacks based on the top 10 or 11

features. Thus, if it is possible to get values of the same features in real time, it would

be possible to predict whether there is a possibility of a ddos attack by assessing those
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Figure 1.1: Amount of Data in DDoS Attacks

features which can prevent an attack. E.g. if the system observes flag and src bytes in

real time, then it would be seeking 0 for both the attributes. If it sees 0 somehow, it can

predict that there might be a ddos attack incoming.

1.3 Objective

The latest trends in machine learning shows that ensemble methods outperform traditional

machine learning models’ solo performances. Thus, the objective of this work is to im-

plement ensemble models for the detection of DDoS attacks in devices. The following

goals have been taken into consideration in order to achieve the objective:

i. To identify the optimal features of DDoS attacks to detect the attack effectively.

ii. To propose a modified intrusion detection model to predict DDoS attacks based on

the detected optimal features.

iii. To implement the proposed intrusion detection model and compare the performance

with the existing machine learning algorithms.

1.4 Contributions

The fields of machine learning and DDoS attack detection have benefited from this study.

Several advancements have been made in the field of general machine learning, even

though the application of machine learning to DDoS detection is the main focus of this
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thesis.

• All the features on a dataset are not equally important for training and testing a

classifier. A new set of features has been provided using domain knowledge to

improve the accuracy of DDoS attack detection.

• The combination of base classifiers had not been considered previously in the lit-

erature. Ensemble method has been applied on the traditional machine learning

models (KNN, SVM, NB & DT) and five ensemble models have been implemented

using the four traditional models which successfully offers better performance.

1.5 Organization of The Thesis

The remaining of this thesis is organized as follows. Chapter 2 provides an introduction

to the domain of machine learning, containing its applications, different types, traditional

models, ensemble learning methods and their kinds followed by literature review, which

is followed by the overall gap analysis in section 2.3. Chapter 3 titled proposed approach

starts with description of the dataset used in this work followed by different kinds of filter

methods. Lastly, the methodology of this thesis has been discussed. The dataset utilized

for this research is covered in Chapter 4, along with the methodology. The algorithms’

experimental findings are shown in Chapter 5. The algorithm’s performance was assessed

using separate training and testing data, and it was compared with other classifiers that

were already in use. The thesis is concluded and recommendations for more research are

provided in Chapter 6.
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CHAPTER 2

BACKGROUND AND LITERATURE REVIEW

In this era, Machine Learning (ML) is very popular. But, previous version of machine

learning and the latest versions are not the same. Previously, it was not programmed, but

now Artificial Intelligence (AI) can act like human brains. By ensemble machine learning

technique, various traditional ML algorithms can be combined

2.1 Machine Learning

A subfield of AI is ML, which focuses on learning from huge amount of data without the

intervention of humans (“Machine Learning (ML)”, 2023). The “Training” phase in a ma-

chine learning project is to train algorithms for discovering relationships and patterns in

data (Baştanlar and Özuysal, 2014). This recognition of pattern could be used in predic-

tion of data, classification of information, creating cluster of data points and even generate

new content such as text to text, text to speech, caption to image etc. using applications

like ChatGPT, Dall–E 2.

2.1.1 Applications of Machine Learning

Machine learning is used in many different kinds of sectors. These include speech recog-

nition, image identification, product suggestions, traffic prediction, self-driving cars, mal-

ware and spam email filtering, virtual assistants, online fraud detection, stock market

trading, and more (“Applications of Machine Learning”, 2023). Fig. 2.1 shows some of

the applications of ML.

Image recognition is one of the most widely used applications of machine learning. It is

employed to identify things, people, locations, images, etc. One common application of

face detection and image recognition is automatic friend tagging suggestion on Facebook.
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Figure 2.1: Applications of Machine Learning

The option “Search by voice” we get while searching on YouTube or Google is an exam-

ple of speech recognition, as in this case machine learning is used to recognize human

speech and convert the speech into text.

Machine learning is the backbone of recommendation systems, which can be seen in web

applications like e-commerce or social media and news organization. The recommen-

dation system in these websites collect data from users first, and then it figures out the

necessary pattern from the data to recommend users what they might love, or they might

need.

Self-driving cars also use machine learning to get vision, which is also known as computer

vision, to navigate safely throughout the roads. Deep Learning (DL), which is machine

learning’s subfield, has algorithms such as YOLO for doing this type of job.

In healthcare, machine learning plays a vital role by detecting different types of diseases

in less time and more accurately compared to traditional approaches.

The usage of machine learning in spam email and malware detection can be seen in email

services, where a new received email is categorized into spam or ham (not spam) based

on the email subject.
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2.1.2 Types of Machine Learning

Supervised learning, unsupervised learning, semi-supervised learning, and reinforcement

learning are the four categories into which machine learning can be split.

The kind of algorithm that data scientists select is determined on the type of data. Many

of the methods and algorithms are not exclusive to any one of the main machine learning

types mentioned above. Depending on the data collection and the problem to be solved,

they are frequently modified to fit several categories. For instance, convolutional neural

networks and recurrent neural networks are examples of deep learning algorithms that

are used in supervised, unsupervised, and reinforcement learning tasks, depending on the

specific problem and data availability.

2.1.2.1 Supervised Learning

In supervised learning, labelled datasets are used to train models, allowing them to learn

about all kinds of data (“Supervised Machine Learning”, 2023). The output is forecasted

by the model after it has been trained using test data, a subset of the training set.

Let’s say there is a dataset including a variety of forms, such as triangles, rectangles,

squares, and polygons. Now the model must be trained for every shape as the first step.

• A form is going to be classified as a square if it has four equal sides.

• A form is going to be classified as a triangle if it has three sides.

• A form is going to be classified as a hexagon when it has six equal sides.

After training, the test data is used to evaluate the model. The model’s job is to recognize

the shape. The model has already been educated on a wide variety of shapes. When it

encounters a new shape, it categorizes it based on several sides and forecasts the result.

Supervised learning is shown in Fig. 2.2

Supervised learning can be divided into regression and classification as shown in Fig. 2.3.

Regression algorithms are used when the output is continuous. For instance, car price,
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Figure 2.2: Supervised Learning

temperature or ice cream sales etc. Some of the regression algorithms are linear regres-

sion, non-linear regression, polynomial regression etc.

Figure 2.3: Types of Supervised Learning

Classification is when a machine learning model tries to output variables such as true-

false, yes-no or distinct integer values. For example, when a model classifies cat or dogs,

sunny or cloudy images. Some algorithms used for classification are SVM, decision tree,

random forest etc.

2.1.2.2 Unsupervised Learning

ML without supervision is applied to data that lacks previous labels. The system is not

provided the ”right answer.” It is up to the algorithm to determine what is being displayed.

Finding organization in the data through exploration is the aim. With transactional data,

unsupervised learning performs admirably.
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Unlike supervised learning, where the input data is known but no matching output data,

unsupervised learning cannot be immediately applied to a regression or classification task

(“Unsupervised Machine Learning”, 2023). Unsupervised learning aims to discover the

underlying structure of a dataset, classify the data based on similarities, and display the

dataset in a compact format.

Figure 2.4: Unsupervised Learning

For instance, an input dataset comprising photographs of various breeds of dogs and cats

is provided to the unsupervised learning algorithm in Fig. 2.4. The algorithm has no

knowledge of the dataset’s characteristics because it has never been trained on the pro-

vided dataset. The objective of the unsupervised learning algorithm is to allow the picture

features do the talking. An unsupervised learning technique that groups the image collec-

tion according to image similarity will be used to finish this task.

The unlabeled images will be fed to a machine learning model first. Later, the model is

going to interpret the data to find the hidden patterns and then the model is going to find

an algorithm suitable for the task. Algorithms such as K-means clustering, decision tree

etc. are some of the suitable choices. After the appropriate algorithm is applied, the data

object is divided into clusters according to their similarities or differences.

There are two types of unsupervised learning, which are clustering and association, which

is shown in Fig. 2.5. Using a technique called clustering, items are grouped into clusters

so that those with the greatest similarities stay in one group and have little to no similar-
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ities with those in other groups. By identifying patterns among the data objects, cluster

analysis groups them into groups based on whether such patterns exist.

Figure 2.5: Types of Unsupervised Learning

To determine the links between variables in a huge database, an unsupervised learning

technique called an association rule is employed. It establishes the group of objects that

appear collectively in the dataset. Marketing strategy is enhanced by the association rule.

This could be stated like when people buy X they tend to buy Y as well. For example,

consumers who purchase bread also frequently buy butter or jam. Market Basket Analysis

is an example of an association rule in action.

2.1.2.3 Semi Supervised Learning

Another type of ML is semi-supervised learning, shown in Fig. 2.6. It is situated in the

middle of supervised and unsupervised learning (“Semi-Supervised Learning in Machine

Learning”, 2023). In case of this type, a model is trained using a small amount of labeled

data and a large amount of unlabeled data is used. The goal of semi-supervised learn-

ing is to create a function that can accurately predict the output variable from the input

variables, much like supervised learning does. Unlike supervised learning, the method is

trained on a dataset that contains both labeled and unlabeled data.

Semi-supervised learning can be useful when there is a large amount of available unla-

beled data, but it would be costly or difficult to label it all.
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Figure 2.6: Semi Supervised Learning

Semi supervised learning can be applied in text classification, where a small amount of

labeled and a large amount of unlabeled data is trained to classify a text into one or more

groups. The same can be done in image classification and anomaly detection.

2.1.2.4 Reinforcement Learning

Reinforcement learning is ensuring that a model takes a suitable action in a particular sit-

uation that maximizes rewards (“What is Reinforcement Learning?”, 2023). It is utilized

by a variety of software and devices to determine the optimal course of action or behavior

for a given circumstance. In contrast to supervised learning, which involves training the

model with the correct answer pre-existing in the training set, reinforcement learning in-

volves training the model in the absence of an answer and using the reinforcement agent’s

judgment to determine how to accomplish the given task. Without a training dataset, it

will inevitably pick up knowledge from its experiences.

The algorithms used in reinforcement learning learn from outcomes and then these de-

cide the next action. After an action is taken, the algorithms receive feedbacks which help

these decide whether the taken was right or wrong. It’s a useful method for automated

systems that need to make numerous minor judgments on their own without human assis-

tance.
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A self-governing, self-teaching system, reinforcement learning basically learns by mak-

ing mistakes. It learns by doing in order to attain the best results, or, to put it another way,

it takes actions with the intention of maximizing rewards.

2.1.3 Base Level Classifier

There are some base level machine learning classifiers which can be used to create en-

semble machine learning models.

2.1.3.1 KNN

KNN which stands for K Nearest Neighbors, is a Machine Learning model used for both

classification and regression tasks based on supervised learning (Srivastava, 2018). The

idea behind the machine learning algorithm is that similar things tend to stay around each

other. The whole dataset is stored as a reference during KNN training. When classifying

an input data point, the model uses a distance metric to decide its output. As the model

does not learn from the dataset during its training, and it uses the reference of the dataset

later, the model is also known as lazy learner algorithm “K-Nearest Neighbor Algorithm

for Machine Learning”, Year not specified. Fig. 2.7 shows training of KNN.

Figure 2.7: Training of KNN model

As a classification model, the model identifies K neighbors that are nearest to the input

data point using metrics such as Euclidean or Manhattan distance. When giving output,
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the model finds out the most common class label among neighbors and classify the input

data as that label. However, in case of regression, the model also known as KNN Regres-

sion, calculator the average of output feature of the K nearest neighbors.

2.1.3.2 SVM

One of the most widely used supervised learning techniques for both classification and

regression issues is support vector machine, or SVM. But it’s mostly applied to machine

learning classification challenges (“Machine Learning - Support Vector Machine Algo-

rithm”, 2023).

Decision boundaries called hyperplanes are used to help in data point classification (Gandhi,

2018). The classes of the data points that lie on either side of the hyperplane are distinct.

The number of features also affects the hyperplane’s dimension. The hyperplane is es-

sentially a line if there are just two input features. The hyperplane transforms into a

two-dimensional plane if there are three input features. Imagination becomes challenging

when there are more than three features.

In order to create a hyperplane, SVM selects the extreme points or vectors. The technique

known as the Support Vector Machine is named after these extreme situations, which are

referred to as support vectors. The Fig. 2.8 could be examined, which uses a decision

boundary or hyperplane to classify two distinct categories:

Figure 2.8: Training of SVM model
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The hyperplane that shows the biggest margin or separation between the two classes is an

appropriate candidate for best hyperplane (“Support Vector Machine Algorithm”, 2023).

Fig. 2.9 shows the process of choosing the hyperplane.

Figure 2.9: Training of SVM model

Thus, the hyperplane with the greatest distance between it and the closest data point on

each side is chosen. If there is any hyperplane that satisfies the above condition, that is

known as the maximum-margin hyperplane or hard margin.

There are two types of SVM. The first one is linear SVM, which is implemented when

dealing with linearly separable data. A dataset is referred to as non-linear data and the

classifier employed is referred to as a non-linear SVM classifier if it cannot be classified

using a straight line.

The other type is non-linear SVM. When a dataset cannot be classified using a straight

line, it is referred to as non-linear data, and the classifier employed is known as a non-

linear SVM classifier. Thus, non-Linear SVM is used for non-linearly separated data.

2.1.3.3 Decision Tree

A decision tree is a supervised machine learning algorithm that can be used for both clas-

sification and regression (“Decision Tree: Introduction and Example”, 2023) (“Machine

Learning - Decision Tree Classification Algorithm”, 2023). With a root node, branches,
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internal nodes, and leaf nodes, it has a hierarchical tree structure. Decision trees offer

simple-to-understand models and are utilized in regression and classification applications.

Depicting decisions and their possible outcomes, including chance events, resource costs,

and utility, a decision tree is a hierarchical model used in decision support systems. The

tool can be used in a variety of contexts. Problems regarding regression and classification

can both be solved with decision trees. The term itself implies that it displays the pre-

dictions that arise from a sequence of feature-based splits using a flowchart akin to a tree

structure. A decision made by the leaves marks the end of it, which begins with a root

node, as shown in Fig. 2.10.

Figure 2.10: Training of DT model

In order to forecast the classification of the data set, the decision tree analyzes it (“Deci-

sion Tree: Introduction and Example”, 2023). The process starts at the root node of the

tree, where it compares the value of the root attribute to the attribute of the record in the

real data set. It moves on to the next node, following the branch, based on the comparison.

By comparing the attribute values of each succeeding node with those of the sub-nodes,
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the algorithm continues this activity and moves on to the next node. It keeps going until

it gets to the tree’s leaf node. The algorithm provided below provides a better explanation

of the entire operation.

• Step 1: Root node (containing the entire dataset) should be the starting point of the

tree, according to S.

• Step 2: Use the Attribute Selection Measure (ASM) to determine which attribute in

the dataset is the greatest.

• Step 3: Divide the S into subsets that include potential values for the best qualities

in step three.

• Step 4: Create the node in the decision tree that has the best attribute.

• Step 5: Utilizing the subsets of the dataset generated in Step 3, recursively design

new decision trees. Classification and Regression Tree algorithm - Once we reach

a point where we are unable to categorize the nodes any further, call the final node

a leaf node.

2.1.3.4 Naive Bayes

The Naı̈ve Bayes algorithm is a supervised learning technique that solves classification

issues (“Machine Learning - Naive Bayes Classifier”, 2023). It is based on the Bayes the-

orem. Its primary application is in text categorization, where a high-dimensional training

dataset is used. One of the most straightforward and efficient classification algorithms,

the Naı̈ve Bayes classifier, aids in the rapid development of machine learning models with

rapid prediction capabilities. Being a probabilistic classifier, it makes predictions based

on the likelihood that an object will occur.

Among the most well-known applications of the Naı̈ve Bayes algorithm include article

classification, sentiment analysis, and spam filtering. It is referred to as naı̈ve because it

makes the assumption that the existence of one characteristic is unrelated to the existence

of other traits. For example, if the fruit is classified based on its color, shape, and flavor,

then red, sweet, spherical fruit is identified as an apple. Therefore, without relying on one
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another, each feature alone helps to identify that it is an apple. Because it is based on the

Bayes’ Theorem, it is known as Bayes. Fig. 2.11 shows the training of NB.

Figure 2.11: Training of NB model

2.1.4 Ensemble Learning Methods

Since an ensemble can be trained and then utilized to generate predictions, it is essen-

tially a supervised learning algorithm in and of itself. Ensemble learning techniques aim

to increase the accuracy of the predictive models in order to improve their performance.

The method of strategically building several machine learning models (such classifiers)

to address a specific issue is called ensemble learning.

The technique of creating an ensemble involves bringing together a varied group of learn-

ers, or individual models, to improvise on the model’s stability and predictive capacity.

Ensemble learning refers to the process of combining all of the predictions made in the

example above.

In ensemble machine learning technique, various traditional machine learning algorithms

are applied first to evaluate the model. After that, multiple models are combined on the

basis of simple average or weighted average (Akhtar and Feng, 2022).

In the simple average technique, the mean value is obtained from different machine learn-

ing algorithms and then combined to get the ensemble voting value. In weighted average

method, as shown in Eq. (2.1-2.2), the arithmetic mean value is obtained from different
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machine learning algorithm given different weight according to their accuracy (Solano

and Affonso, 2023).

ŷ =
m

∑
j=1

ŷ j

m
(2.1)

ŷ =
∑

m
j=1(w jŷ j)

∑
m
j=1 w j

(2.2)

2.1.5 Types of Ensemble Learning Methods

Many ensemble learning methods have been invented till now. However, the following

ones are the most used nowadays.

2.1.5.1 Bagging Method

Bagging is a technique used in Ensemble formation, which is also referred to as Bootstrap

Aggregation. Bootstrap creates the framework for the bagging method. Using the boot-

strap sampling technique, ”M” observations from a ”N” observations in the population

is taken. However, every choice is made at random, meaning that each from the initial

population, an observation can be selected so that every observation is to have an equal

chance of being chosen during each bootstrapping cycle.

2.1.5.2 Voting Method

One of the simplest ensemble learning strategies is voting, which combines predictions

from several models. The process begins with using the same dataset to create two or

more distinct models. After that, the earlier models can be wrapped and their predictions

combined using an ensemble model that is based on voting. The Voting based Ensemble

model can be used to forecast new data once it has been built. One can apply weights to

the sub-models’ predictions. One technique that can be used to figure out how to appro-

priately weigh these predictions is stacked aggregation.
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There are two types of voting methods. One is hard voting and the other is soft voting

(Atif et al., 2022). In hard voting approach the majority of the prediction by the classifiers

is calculated while in soft voting the probability prediction of each classifier is combined

to calculate the result (Karim et al., 2023).

Hard voting, sometimes referred to as majority voting, is the straightforward process of

adding up each base model’s predictions and designating the class with the highest num-

ber of votes as the final forecast. It works well in classification jobs where the classes are

distinct and incompatible with one another.

Weighted voting, or soft voting, considers the probability scores of each base model for

every class and determines the final forecast by averaging these probabilities. After adding

up all the predictions, soft voting determines the winner with the highest weighted prob-

ability by averaging the probabilities for each class. It works well for jobs involving both

regression and classification.

2.1.5.3 Boosting Method

Boosting is implemented by training models sequentially, where each model tries to sup-

port the other one in their classification task. The way this whole process works is, at first,

all the instances in a training dataset are provided some weight which are equal initially.

Later, some random instances are chosen from the training dataset to create a sub-dataset

so that it could be used to train the first model. The model will be asked to classify the

whole training dataset after training. The instances that the model incorrectly classifies

will be given a higher weight, and those instances will get higher priority in case of being

chosen for the next sub-dataset for training the second model. This is how the process

continues till we are satisfied with the number of models. Finally, test data is given to all

the models for prediction and majority voting is used to pick the prediction for the strong

model or final model.
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2.2 Literature Review

DDoS attacks are one of the most significant dangers in the field of information technol-

ogy that must be identified and tackled. The section is related to the detection of DDoS

attack using various feature selection techniques used with various machine learning and

deep learning algorithms on various datasets.

Several Intrusion Detection Systems have been deployed using machine learning and deep

learning algorithms. The capacity of a system to learn from a specific training dataset and

the procedure of performing analysis on the given dataset to solve related tasks is known

as Machine learning (Janiesch et al., 2021). Deep learning is a part of machine learning

which is based on Artificial Neural Network (ANN) that uses numerous layers to analyze

data and, in some situations, outperforms shallow machine learning algorithms in terms

of accuracy. Some of the deep learning algorithms are Deep Brief Networks (DBNs),

Deep Neural Networks (DNNs), Recurrent Neural Networks (RNNs) and Convolutional

Neural Networks (CNNs) (Liu and Lang, 2019). Again, SVM, KNN, NB, LR and DT are

some machine learning algorithms.

Hailye Tekleselassie proposed a deep learning-based method for detecting DDoS attacks

(Tekleselassie, 2021). A combined approach of Convolutional Neural Network (CNN)

with Stacked Auto Encoder (SAE) is offered for DDoS detection using the CICIDS2017

dataset. Here, the TP rate, FP rate, Precision, Recall, F-measure, and accuracy of SMO,

Bayes net, and RF have been compared. The study demonstrates that RF performs better

in terms of all metrics.

A DNN has been proposed by Bhardwaj et al. to classify the network into normal and

DDoS attack (Bhardwaj et al., 2020). To select features, stacked AutoEncoder (AE) is

used. On two distinct datasets, NSL-KDD and CICIDS2017, the proposed optimized AE

with DNN is compared with several state-of-the-art techniques in terms of performance

measures, including detection accuracy, precision, recall, and F1-Score.

Then, many machine learning-based techniques have been considered. Azmi et al. used

the Data Reduction and Information Gain approach to select features from the UNSW-NB
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15 dataset (Azmi et al., 2021). After selecting the specific features, Accuracy, Precision,

True Positive and False Positive have been measured using different algorithms such as

ANN, NB, and DT. The accuracy obtained by the selected features comes out to be better

than the accuracy obtained by the original dataset.

Feature selection methods are used, in order to get a smaller subset of input features and

increase accuracy with a smaller number of features. Araujo et al. have measured the im-

pact of feature selection techniques by XGBoost algorithm on a public dataset to detect

DDoS attack classification (de Araujo et al., 2021). Moreover, accuracy, precision, recall,

and F1 score metrics have been compared using various algorithms which include Mu-

tual Information, ANOVA, RFE, XGBoost Gain and Ensemble methods and the outcome

demonstrates that ANOVA is the most effective method for this dataset.

Polat et al. used a variety of machine learning methods to identify DDoS attacks in Soft-

ware Defined Networks (SDN) (Polat et al., 2020). At first, filter based, wrapper based

and embedded based feature selection techniques have been applied to select features

from the experimental SDN topology dataset. Afterward, Accuracy, Sensitivity, Speci-

ficity, Precision, and F1-Score are measured using KNN, SVM, NB, and ANN algorithms.

After completing the experiment, it is found that KNN gives the highest accuracy (98.3%)

with wrapper feature selection technique.

Tuan et al. evaluated the performance using the Accuracy, Sensitivity, Specificity, False

Alarm Rate (FAR), False positive rate (FPR), AUC, and Matthews Correlation Coefficient

(MCC) on the UNBS-NB 15 and KDD99 Dataset (Tuan et al., 2020). In this experiment,

Supervised Machine Learning Algorithms- DT, SVM, NB, ANN and Unsupervised Ma-

chine Learning Algorithms- K-means, X-means have been used to evaluate the perfor-

mance.

Beulah et al. proposed an ensemble method by combining SVM and LR to detect DDoS

attack on KDD CUP dataset (Beulah and Pitchai Manickam, 2022). In this work, voting

classifier is used for the ensemble method. The overall performance of the proposed work

has a high accuracy and low false positive. The accuracy of the proposed work is 99.2%.

22



Kumar and Kamatchi proposed an ensemble machine learning technique to detect anomaly

based intrusions (Y. V. Kumar and Kamatchi, 2020). The authors used NSL-KDD dataset

to apply algorithms like DT, Bayes classifier, RNN-LSTM and RF. In this work, ensemble

voting is used to increase the overall performance compared with the existing algorithms.

Table 2.1 offers a summary of the related works including dataset, feature selection tech-

nique, classifier, number of features and metrics.

Saikat et al. proposed an ensemble method by combining NN, SVM, KNN and DT-

C4.5 to detect DDoS attack on NSL-KDD dataset (Das et al., 2019). In this work the

performances were evaluated using Accuracy, TPR, FPR, Precision, Recall, F-Measure,

and ROC curve. The proposed work gives low false positive and high accuracy rate. The

accuracy of the proposed work is 99.1%.

Table 2.1: Related Work

Reference Dataset Feature

Selection

Technique

Classifier No.

of

Features

Metrics

Bhardwaj

et al., 2020

CICIDS-

2017

NSL-

KDD

Auto En-

coder

DNN 23

40

accuracy

precision

recall

F1-Score

Azmi et

al., 2021

UNSWNB

15

Information

Gain

Data Reduc-

tion

ANN

NB

DT

10 accuracy

precision

True posi-

tive rate

False pos-

itive rate
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de Araujo

et al., 2021

CICDDoS

2019

ANOVA

MI

XGBoost

Gain

RFE

Binary

Multiclass

80 accuracy

precision

recall

F1-Score

Polat et al.,

2020

SDN Filter based

Wrapper

based

Embedded

based

KNN

SVM

NB

ANN

12 Accuracy

Sensitivity

Specificity

Precision

F1-Score

Tekleselassie,

2021

CICIDS

2017

Autoencoder

RBM

SMO

Bayes net

RF

21 TP rate

FP rate

Precision

Recall

F-measure

Accuracy

Das et al.,

2019

NSL-

KDD

Domain

Knowledge

Ensemble

(NN,

SVM,

KNN,

DT-C4.5 )

24 Accuracy

Precision

Recall

F-measure

TP rate

FP rate

ROC area
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Tuan et al.,

2020

UNBSNB

15

KDD99

Information

Gain

SVM

ANN

NB

DT

K-means

10

9

accuracy

False

Alarm

Rate

Sensitivity

specificity

False

positive

rate

AUC

Beulah

and Pitchai

Man-

ickam,

2022

KDD

CUP

Domain

Knowledge

Ensemble

(SVM,

LR)

41 Accuracy

True posi-

tive rate

False pos-

itive rate

Y. V. Ku-

mar and

Kamatchi,

2020

NSL-

KDD

ANOVA DT, RF,

KNN

SVM

DNN

Adaboost

27 accuracy

precision

recall

F-score

time
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This pa-

per.,2023

DDoS

classifica-

tion

ANOVA

Mutual In-

formation

Feature

Importance

KNN,

SVM, DT,

NB

Ensemble

(KNN,

SVM,

DT)

Ensemble

(KNN,

SVM,

NB)

Ensemble

(SVM,

DT, NB)

Ensemble

(KNN,

DT, NB)

10

11

accuracy

precision

recall

F1-score

2.3 Gap Analysis

Azmi et al. worked on UNSWNB 15 dataset to detect DDoS attack on 10 features us-

ing ANN, NB and DT (Azmi et al., 2021). Araujo et al. used CICDDoS 2019 dataset

with a huge number of features that is 80 using XGBoost (de Araujo et al., 2021). Po-

lat et al. worked on SDN to detect DDoS attack using KNN, SVM, NB, ANN with 12

features (Polat et al., 2020). Kumar et al. used NSL KDD dataset using DT, RF, KNN,

SVM, DNN and Adaboost with 27 features (Y. V. Kumar and Kamatchi, 2020). Saikat

et al. (Das et al., 2019) worked on NSL KDD dataset to detect DDoS attack by ensem-

ble method that is combined with NN, SVM, KNN and DT-C4.5. Tuan et al. worked

on UNBSNB 15 and KDD 99 dataset SVM, ANN, NB, DT and K-means with 9 and 10

number of features (Tuan et al., 2020). Beulah et al. worked on KDD CUP dataset to

detect DDoS attack by ensemble method which is combined with SVM and LR (Beulah

and Pitchai Manickam, 2022). Bhardwaj et al. worked on CICIDS 2017 and NSL KDD
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dataset using DNN with 23 and 40 number of features (Bhardwaj et al., 2020) whereas

HailyeTekleselassie worked on CICIDS 2017 dataset using SMO, Bayes Net and RF with

21 number of features (Tekleselassie, 2021).

In our research, ensemble machine learning technique is proposed by combining three

traditional machine learning methods; KNN, SVM and DT. Then the accuracy, precision,

recall and F1-score of the ensemble method is compared with the traditional machine

learning algorithms that are KNN, SVM, DT and NB. As far as our knowledge, Beulah

et al. used ensemble machine learning technique by combining SVM and LR with 41

number of features attaining 99.2% accuracy working on KDD CUP dataset and Saikat et

al. combined NN, SVM, KNN and DT-C4.5 with 24 number of features attaining 99.1%

accuracy working on NSL-KDD dataset, whereas we used only 10 and 11 number of fea-

tures to detect the DDoS attack attaining 99.4% accuracy working on DDoS classification

dataset as this one is newer than KDD CUP and NSL-KDD datasets.
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CHAPTER 3

PROPOSED APPROACH

To complete the entire process of identifying DDoS attacks on our dataset, this section

covers some phases. First, data is gathered from a reliable online source. The vital fea-

tures are then obtained using a variety of feature selection strategies and domain knowl-

edge. After that, data is pre-processed to remove any extraneous information, and then

traditional and ensemble algorithms are used to detect DDoS attacks along with the per-

formance evaluation shown in Fig. 3.1.

Figure 3.1: Diagram of the workflow

3.1 Dataset

The dataset has been downloaded from Kaggle (Krishna, 2020) and the ddostest csv file

of the dataset has been used for both training and testing machine learning models. The

dataset contains 17171 rows and 42 columns. The details of each feature are represented

by the Table 3.1. The outcome column has three different types of categorical values.

There are 9711 repetitions of “normal”, 7458 rows of DDoS and 2 entries of “worm”.

The two rows have been dropped as the goal of the research is to detect DDoS attack. In

addition, there are no null values in the dataset. Thus, after cleaning the data, the total

number of rows is, 17169 and the number of columns is the same as before.
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Table 3.1: Dataset Description

Serial

No.

Feature Description Data

Type

1 duration The time the connection lasted. int64

2 protocol type The communication protocol

used (e.g., TCP, UDP).

int64

3 service The network service on the

destination host.

int64

4 flag The status of the connection

(e.g., normal, error).

int64

5 src bytes Number of data bytes sent by

the source.

int64

6 dst bytes Number of data bytes sent to

the destination.

int64

7 ddos Indicates whether the connec-

tion is related to a DDoS attack

(binary classification).

int64

8 wrong fragment Number of incorrect frag-

ments.

int64

9 urgent Level of urgency. int64

10 hot Number of ”hot” indicators. int64

11 num failed 0s Number of failed login at-

tempts.

int64

12 logged in Indicates whether a user is

logged in.

int64

13 num compromised Number of compromised con-

ditions.

int64

14 root 0 Indicates whether the root ac-

count was accessed.

int64

15 su attempted Indicates if ”su” (superuser)

was attempted.

int64
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16 num root Number of root accesses. int64

17 num file creations Number of file creation opera-

tions.

int64

18 num 0s Number of ”0” accesses. int64

19 num access files Number of accesses to files. int64

20 num outbound cmds Number of outbound com-

mands.

int64

21 is host 0 Indicates whether the host is a

zero-dollar value.

int64

22 is guest 0 Indicates whether the user is a

guest.

int64

23 count Number of connections to the

same host.

int64

24 srv count Number of connections to the

same service.

int64

25 serror rate Percentage of connections

with a SYN error.

float64

26 srv serror rate Service-specific error rate. float64

27 rerror rate Percentage of connections

with a reject error.

float64

28 srv rerror rate Service-specific reject error

rate.

float64

29 same srv rate Percentage of connections to

the same service.

float64

30 diff srv rate Percentage of connections to

different services.

float64

31 srv diff host rate Rate of connections to differ-

ent hosts for the same service.

float64

32 dst host count Number of destination hosts. int64

33 dst host srv count Number of destination hosts

running the same service.

int64

30



34 dst host same srv rate Percentage of hosts with the

same service.

float64

35 dst host diff srv rate Percentage of hosts with differ-

ent services.

float64

36 dst host same src port rate Percentage of connections to

the same source port.

float64

37 dst host srv diff host rate Rate of different hosts for the

same service.

float64

38 dst host serror rate Percentage of connections

with a destination host SYN

error.

float64

39 dst host srv serror rate Service-specific destination

host SYN error rate.

float64

40 dst host rerror rate Percentage of connections

with a destination host reject

error.

float64

41 dst host srv rerror rate Service-specific destination

host reject error rate.

float64

42 outcome The target variable indicating

the outcome of the connection

(e.g., normal, DDoS).

object

There can be many features in a dataset, but not all of them are important for an algo-

rithm to learn. Rather, too many features can confuse the algorithm, and the algorithm

might learn unnecessary patterns and predict incorrectly. Thus, it is important to select

the important features and use only those features for training a model. In order to obtain

a subset from the provided dataset with improved accuracy while using fewer features,

feature selection technique is used. The features are chosen to use a variety of factors in

this feature selection technique (Kabir et al., 2023) (Bagherzadeh et al., 2021). There are

many types of feature selection techniques and filter method is one of them.
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3.2 Feature Selection Method

Filter method is one of the popular feature selection technique types along with wrapper

method, embedded method etc. Four techniques have been implemented for feature se-

lection in this paper and these are ANOVA, mutual information, feature importance and

domain knowledge. Two more feature selection techniques that are Chi-square and RFE

have been worked on. However, the results are not competitive with those of the former

mentioned ones, RFE and chi-square feature selection technique have not been taken in

consideration.

3.2.1 ANOVA

Based on Fig. 3.2 Analysis of Variance (ANOVA) is a feature selection technique that

calculates the F-score for every feature to classify the dataset (Zaini and Awang, 2023).

ANOVA employs the ANOVA f-test for the features and only considers linear dependency

(Ertan, 2020). The scores generated by various techniques differ greatly from one another.

Every function actually returns the top features and ranks the relevance of each feature

internally. In the Equation (3.1), the ratio of different variance is measured to calculate

ANOVA (Azhar et al., 2023).

Figure 3.2: Feature Selection using ANOVA

Let,

• A = variance between groups

• B = variance within groups

F =
A
B

(3.1)

variance between groups =
∑

k
i=1 ∑

ni
j=1 ni(Yi −Y )2

(n− k)
(3.2)
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variance within groups =
∑

n
i ni(Yi j −Yi)

2

(k−1)
(3.3)

A score for each feature has been calculated, and top 10 features have been selected. Fig.

3.3 shows the top 10 features that have scored the highest in case of ANOVA.

Figure 3.3: ANOVA (Top 10 Features)

The top 11 features and their scores are shown in Fig. 3.4.

Figure 3.4: ANOVA (Top 11 Features)
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3.2.2 Mutual Information

Another feature selection technique is mutual information that lessens feature redundancy

(Ma et al., 2023) shown in Fig. 3.5. The mutual information feature selection technique

evaluates the relationship between each feature and the target class in order to choose the

most effective characteristics for DDoS attack detection (Hashim and Yassin, 2023) (Er-

tan, 2020).

In essence, this approach makes use of mutual information. It determines which indepen-

dent variables have the greatest information gain by calculating each one’s mutual infor-

mation value in relation to the dependent variable. To put it another way, it essentially

calculates how dependent each feature is on the desired value. There are more dependent

variables with a higher score. Eq. (3.4) is used to calculate the mutual information.

Figure 3.5: Feature Selection using Mutual Information

I(M,N) =
n

∑
i=1

m

∑
j=1

P(Mi,Ni)log
P(Mi|Ni)

P(Mi)
(3.4)

Fig. 3.6 shows the top 10 features that have scored the highest in case of mutual informa-

tion.

The top 11 features and their scores are shown in Fig. 3.7.
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Figure 3.6: Mutual Information (Top 10 Features)

Figure 3.7: Mutual Information (Top 11 Features)

3.2.3 Feature Importance

Utilizing the gini information, the feature importance technique is applied in Fig. 3.8 to

obtain the best features for detecting DDoS attacks. Gini information is calculated using

a node’s impurity reduction. Again, the impurity is determined by how many samples,

out of all the samples, reached the node (Pierzyna et al., 2023) (Tikhe and Rana, 2023).

Figure 3.8: Feature Selection using Feature Importance

Fig. 3.9 shows the top 10 features that have scored the highest in case of feature impor-
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tance.

Figure 3.9: Feature Importance (Top 10 Features)

The top 11 features and their scores are shown in Fig. 3.10.

Figure 3.10: Feature Importance (Top 11 Features)

3.2.4 Optimal Features

After implementing the first three feature selection techniques, there were some tech-

niques that were common. These common features along with some other features were

considered while creating a subset for the optimal features. The Table 3.2 represents the

10 and 11 optimal features.
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Table 3.2: Optimal Features

Serial

No.

Feature 10 Features 11 Features

1 flag Yes Yes

2 src bytes Yes Yes

3 service Yes Yes

4 same srv rate Yes Yes

5 dst host rerror rate Yes Yes

6 rerror rate Yes Yes

7 dst host srv rerror rate Yes Yes

8 count Yes Yes

9 dst host same srv rate Yes Yes

10 dst host srv count Yes Yes

11 dst host diff srv rate No Yes

3.3 Methodology

The above-mentioned four feature selection techniques have been used to identify top 10

and 11 features.

Firstly, the “ddos” feature has been dropped from the dataset, which makes the total num-

ber of features 41. After that, the label column and the features have been separated from

each other into two different variables.

Later, for ANOVA technique, SelectKBest function has been used which takes “f classif”

as the value of the key, “score func”. Then, the split dataset i.e. x and y variables have

been fit into the technique. In addition, the score value of each feature has been calculated

and the top 10 and 11 features associated with top 10 and 11 scores have been selected.

Again, to apply mutual information, “mutual info classif” has been passed as an argu-

ment to SelectKBest() function and then the divided dataset has been fit into the tech-

nique. Later, top 10 and 11 features have been selected.
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Furthermore, ExtraTreeClassifier has been used to fit the variables into the feature impor-

tance technique. Later, “feature importances ” has been used to calculate the important

features, unlike the previous techniques.

Lastly, the common features from these techniques and some randomly selected features

have been selected to find the optimal features. The random features have been selected

as the result of trial and error.

After that, the variable x or features and the variable y or the label have been split into

train and test data with a ratio of 75 to 25 that is 75% of the rows for training (x train and

y train variables) and 25% of entries for testing (x test and y test variables) which can be

seen in Fig. 3.11. Next, the both the training and the testing data are scaled using standard

scaler. Finally, the training data is fed to the ML models for both 10 and 11 features.

Figure 3.11: Dataset After Train Test Split

3.4 KNN

The number of neighbors considered is 3 and the distance metric used for measuring the

distance between points is Manhattan. The power parameter is set to 2 for applying Eu-

clidean distance in this case. After classifying the KNN model, it is trained using the

x train and y train data. Furthermore, the model is used to predict the x test and then the
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prediction is matched against the y test.

3.5 SVM

The value of kernel is “rbf” for the Support Vector Classifier, and the random state is set

to 0. Later, the model is trained using x train and y trian data to predict x test and then

the y test data is matched against the predictions.

3.6 Decision Tree

The random state has been set to 10 for the decision tree classifier and, like the previous

models, the classifier has been trained and used to predict data. Lastly, the accuracy of

the model is calculated.

3.7 Naive Bayes

The GaussianNB() function has been implemented for the naive Bayes classifier. The NB

classifier is used to predict the x test and match the results against y test after training the

model using x train and y train.

3.8 Ensemble of KNN, NB and DT

After collecting dataset from Kaggle repository, the dataset has been preprocessed. The

dataset has a 75% training and 25% testing ratio. Then KNN is implemented considering

3 neighbor nodes and Manhattan distance metric. While applying Naı̈ve Bayes, Gaus-

sianNB( ) function has been used. In case of implementing DT, the random state is set to

10 for decision tree classifier. After implementing KNN, NB and DT, the majority votes

are taken into account through hard voting. Thus, as the result, the ensemble of KNN, NB

and DT is achieved. The workflow of the ensemble model is as shown in Fig. 3.12:
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Figure 3.12: The Workflow of the Ensemble of KNN, NB and DT

3.9 Ensemble of KNN, NB and SVM

The dataset has been preprocessed after being collected from the Kaggle source. The

training and testing ratio of the dataset is 75% and 25%. Then KNN is implemented

considering 3 neighbor nodes and Manhattan distance metric. During the Naive Bayes

application, the GaussianNB() function was utilized. While applying SVM, the value of

kernel is kept “rbf”. The majority of votes for each class among the predictions of KNN,

NB and SVM have been calculated through hard voting or averaging. This provides KNN,

NB and SVM’s ensemble model. The Fig. 3.13 above represents the workflow of the en-

semble model:
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Figure 3.13: The Workflow of the Ensemble of KNN, NB and SVM

3.10 Ensemble of NB, SVM and DT

After collecting dataset from Kaggle repository, the dataset has been preprocessed. The

dataset has a 75% training and 25% testing ratio. While applying Naı̈ve Bayes, Gaus-

sianNB( ) function has been used. In case of implementing DT, the random state is set to

10 for decision tree classifier. During the implementation of SVM, the value of kernel is

kept “rbf”. Hard voting is used to determine the majority vote following the training and

prediction of NB, SVM, and DT. As a result, the trio of NB, SVM, and DT is attained.

The above Fig. 3.15 is the ensemble model’s workflow:

3.11 Ensemble of KNN, SVM, NB and DT

The dataset has been preprocessed after being collected from the Kaggle source. The

training and testing ratio of the dataset is 75% and 25%. Then KNN is implemented con-
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Figure 3.14: The Workflow of the Ensemble of NB, SVM and DT

sidering 3 neighbor nodes and Manhattan distance metric. At the time of applying SVM,

the value of kernel is kept “rbf”.While applying Naı̈ve Bayes, GaussianNB( ) function

has been used. In case of implementing DT, the random state is set to 10 for decision

tree classifier. The majority of votes for each class among the predictions of KNN, SVM,

NB and DT have been calculated through hard voting or averaging. This provides KNN,

SVM, NB and DT’s ensemble model. The Fig. 3.13 below represents the workflow of the

ensemble model:

3.12 Proposed Ensemble Model

After collecting the dataset from Kaggle repository, the dataset has been preprocessed.

The dataset has a 75% training and 25% testing ratio. Then KNN is implemented consid-

ering 3 neighbor nodes and Manhattan distance metric. While applying SVM, the value
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Figure 3.15: The Workflow of the Ensemble of KNN, SVM, NB and DT

of kernel is kept “rbf”. In case of implementing DT, the random state is set to 10 for

decision tree classifier. Through hard voting or averaging, the majority of votes for each

class among the KNN, SVM and DT predictions have been determined. This offers the

ensemble model for KNN, SVM and DT. The proposed ensemble model’s workflow is

depicted in the following Fig. 3.16:
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Figure 3.16: The Workflow of the Proposed Ensemble Model (KNN, SVM, DT)
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CHAPTER 4

RESULTS

4.1 Experimental Setup

Table 4.1 shows the device configuration on which the research has been conducted.

Again, Jupyter Notebook has been used on Anaconda environment to conduct all the

experiments for this research. The programming language used was python.

Table 4.1: Experimental setup for the training models

CPU Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz 1.19 GHz
RAM 8 GB

Storage 1 TB

4.2 Performance Metrics

Our proposed ensemble model has been compared against the traditional models that are

KNN, SVM, DT and NB. The comparison has been done over the dataset named DDoS

classification. To evaluate the proposed ensemble model four performance metrics have

been used- precision, recall, F1-score and accuracy. The following provides a description

of these metrics.

4.2.1 Accuracy

Accuracy (Söğüt and Erdem, 2023) is the ratio of the accurately identified DDoS attack

or benign instances to all instances showing in the Equation (4.1).

accuracy =
T N +T P

T N +T P+FN +FP
(4.1)
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4.2.2 Precision

Precision, as shown in the Equation (4.2), is the ratio of accurately classified DDoS in-

stances to the total number of incorrect classifications of benign instances as an attack and

the DDoS attack instances (Saravanakumar et al., 2023).

precision =
T P

T P+FP
(4.2)

4.2.3 Recall

In the Eq. (4.3), recall is measured by the proportion of correctly classified DDoS in-

stances to those that were incorrectly classified as benign instances as well as accurately

classified DDoS instances (Das et al., 2020).

recall =
T P

T P+FN
(4.3)

4.2.4 F1 Score

The Eq. (4.4) shows the application of harmonic mean of recall and precision to calculate

F1 score (Das et al., 2019).

F1score = 2∗ P∗R
P+R

(4.4)

In this work, recall is more important than precision. From precision, we get False Posi-

tive and from recall, we get False Negative. If there is not any ddos attack, but the model

classifies it as attack is not as harmful as there is ddos attack but the model classifying it

as normal. SO, recall must be emphasized more in this thesis work.

4.3 Results

This section provides the performance evaluation using four performance metrics- Accu-

racy, Precision, Recall and F1-score. The results have been evaluated by using the optimal

features and the features that have been found using three feature selection techniques-

ANOVA, Mutual Information and Feature Importance.
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4.3.1 ANOVA

If precision and recall are taken into consideration then Voting (KNN, SVM, DT) scores

the highest with an F1-score of 0.9337 while KNN stands at the second position by having

0.9304 as its F1-score followed by Voting (KNN, SVM, NB, DT), DT, Voting (KNN, NB,

DT), SVM, Voting (KNN, SVM, NB), Voting (SVM, NB, DT) and NB having 0.9290,

0.9256, 0.9242, 0.9106, 0.9082, 0.9001 and 0.8583 as their F1-score which can be seen

in Table 4.2.

Here, it is seen that the accuracy of voting (KNN, SVM, NB) is 0.9245 which is less than

KNN that is 0.9411. The accuracy of SVM is 0.9262 and NB is 0.8861. As we know, vot-

ing is done through majority voting, so by the voting of KNN, SVM and NB the accuracy

has been decreased than the base classifier, KNN.

Table 4.2: Performance of the models using ANOVA (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9411 0.9702 0.8938 0.9304
SVM 0.9262 0.9764 0.8531 0.9106
DT 0.9376 0.9754 0.8805 0.9256
NB 0.8861 0.9500 0.7828 0.8583
Voting (KNN, SVM, DT) 0.9443 0.9831 0.8890 0.9337
Voting (KNN, SVM, NB) 0.9245 0.9786 0.8473 0.9082
Voting (KNN, NB, DT) 0.9369 0.9816 0.8732 0.9242
Voting (SVM, NB, DT) 0.9185 0.9831 0.8890 0.9001
Voting (KNN, SVM, NB, DT) 0.9401 0.9728 0.8890 0.9290

From Fig. 4.1 it can be seen that Voting (KNN, SVM, DT) has an accuracy score of

0.9443 whereas KNN, a traditional ML algorithm has scored 0.9411 in terms of accuracy.

On the other hand, traditional algorithms SVM, DT and NB have scored 0.9262, 0.9376

and 0.8861 respectively in relation to accuracy.

Fig. 4.2 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

1682 of them correctly. In addition, as for the Benign class, the model classifies 29 out of

2401 entities inaccurately.
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Figure 4.1: Accuracy of the models using ANOVA (10 features)

Figure 4.2: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
ANOVA (10 features)

The combined model of KNN, SVM and NB accurately classifies 1603 out of 1892, or

84.73%. In addition, the model correctly classifies 2366 occurrences of 2401 in Figure

4.3.

Out of 1892 DDoS occurrences, Fig. 4.4 demonstrates that 1652 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 31 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1577 of 1892 i.e. 83.35% correctly.

Furthermore, the model classifies 2366 instances of 2401 accurately in Fig. 4.5.
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Figure 4.3: Confusion matrix of the ensemble model of KNN, SVM and NB using
ANOVA (10 features)

Figure 4.4: Confusion matrix of the ensemble model of KNN, NB and DT using ANOVA
(10 features)

Figure 4.6 demonstrates that 1682 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 47 out of 2401 instances in the Benign class.

In terms of precision, Voting (KNN, SVM, NB) stands at the top with 0.9812 and the

highest recall is 0.9561 by KNN as shown in Table 4.3. As the recall of the ensemble

model of KNN, SVM, NB is 0.8536 which is the third least value in the recall list, the

ensemble model of KNN, SVM, DT ends up at the top with an F1-score of 0.9430.

From Fig. 4.7 it can be seen that, the accuracy of voting (KNN, SVM, DT) stands at the
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Figure 4.5: Confusion matrix of the ensemble model of SVM, NB and DT using ANOVA
(10 features)

Figure 4.6: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
ANOVA (10 features)

top with 0.9499 in case of 11 features followed by 0.9462 of Voting (KNN, SVM, NB,

DT). On the other hand, the lowest accuracy which is 0.8870 is achieved by NB.

Fig. 4.8 shows that out of 1892 DDoS instances, the proposed ensemble model (KNN,

SVM, DT) classifies 1778 of them correctly. In addition, as for the Benign class, the

model classifies 101 out of 2401 entities inaccurately.

The combined model of KNN, SVM and NB accurately classifies 1615 out of 1892, or

85.36%. In addition, the model correctly classifies 2370 occurrences of 2401 in Figure

4.9.
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Table 4.3: Performance of the models using ANOVA (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9439 0.9197 0.9561 0.9375
SVM 0.9278 0.9782 0.8552 0.9126
DT 0.9425 0.9359 0.9334 0.9346
NB 0.8870 0.9513 0.7838 0.8595
Voting (KNN, SVM, DT) 0.9499 0.9462 0.9397 0.9430
Voting (KNN, SVM, NB) 0.9283 0.9812 0.8536 0.9129
Voting (KNN, NB, DT) 0.9439 0.9465 0.9249 0.9356
Voting (SVM, NB, DT) 0.9222 0.9809 0.8399 0.9049
Voting (KNN, SVM, NB, DT) 0.9462 0.9383 0.9397 0.9390

Figure 4.7: Accuracy of the models using ANOVA (11 features)

Out of 1892 DDoS occurrences, Fig. 4.10 demonstrates that 1750 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 99 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1589 of 1892 i.e. 83.99% correctly.

Furthermore, the model classifies 2370 instances of 2401 accurately in Fig. 4.11.

Figure 4.12 demonstrates that 1778 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 117 out of 2401 instances in the Benign class.
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Figure 4.8: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
ANOVA (11 Features)

Figure 4.9: Confusion matrix of the ensemble model of KNN, SVM and NB using
ANOVA (11 Features)

4.3.2 Mutual Information

Table 4.4 shows Voting (KNN, SVM, DT) tops the F1-score list with a score of 0.9814

followed by that of KNN which is 0.9776. On the other hand, NB is at the bottom with

0.8654 as its F1-score.

The Fig. 4.13 shows 0.9837 to be the highest accuracy which is of Voting (KNN, SVM,

DT) followed by KNN’s accuracy score of 0.9804. The other ensemble models have ac-

curacy scores of 0.9718, 0.9720, 0.9727 and 0.9727 by Voting (KNN, NB, DT), Voting

(KNN, SVM, NB), Voting (SVM, NB, DT) and Voting (KNN, SVM, NB, DT) respec-

tively.
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Figure 4.10: Confusion matrix of the ensemble model of KNN, NB and DT using ANOVA
(11 Features)

Figure 4.11: Confusion matrix of the ensemble model of SVM, NB and DT using ANOVA
(11 Features)

Fig. 4.14 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

1849 of them correctly. In addition, as for the Benign class, the model classifies 27 out of

2401 entities inaccurately.

The combined model of KNN, SVM and NB accurately classifies 1802 out of 1892, or

95.24%. In addition, the model correctly classifies 2371 occurrences of 2401 in Figure

4.15.

Out of 1892 DDoS occurrences, Fig. 4.16 demonstrates that 1801 of them are accurately
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Figure 4.12: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
ANOVA (11 Features)

Table 4.4: Performance of the models using Mutual Information (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9804 0.9871 0.9683 0.9776
SVM 0.9769 0.9792 0.9683 0.9737
DT 0.9639 0.9738 0.9434 0.9584
NB 0.8901 0.9399 0.8018 0.8654
Voting (KNN, SVM, DT) 0.9837 0.9856 0.9773 0.9814
Voting (KNN, SVM, NB) 0.9720 0.9836 0.9524 0.9678
Voting (KNN, NB, DT) 0.9718 0.9836 0.9519 0.9675
Voting (SVM, NB, DT) 0.9727 0.9790 0.9588 0.9688
Voting (KNN, SVM, NB, DT) 0.9727 0.9790 0.9588 0.9688

Figure 4.13: Accuracy of the models using mutual information (10 features)

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 30 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1814 of 1892 i.e. 95.88% correctly.
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Figure 4.14: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
mutual information (10 Features)

Figure 4.15: Confusion matrix of the ensemble model of KNN, SVM and NB using
mutual information (10 Features)

Furthermore, the model classifies 2362 instances of 2401 accurately in Fig. 4.17.

Figure 4.18 demonstrates that 1852 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 40 out of 2401 instances in the Benign class.

Among the traditional algorithms, KNN is performing the best in case of mutual infor-

mation (with 11 features) with 98.88% precision and 98.41% recall, showed in Table 4.5.

Other traditional algorithms SVM, DT and NB have 0.9835; 0.9741, 0.9762; 0.9318 and

0.9541; 0.7918 in precision and recall respectively.
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Figure 4.16: Confusion matrix of the ensemble model of KNN, NB and DT using mutual
information (10 Features)

Figure 4.17: Confusion matrix of the ensemble model of SVM, NB and DT using mutual
information (10 Features)

Fig. 4.19 reflects that ensemble methods such as Voting (KNN, SVM, DT), Voting (KNN,

SVM, NB), Voting (KNN, NB, DT), Voting (SVM, NB, DT) and Voting (KNN, SVM,

NB, DT) have scored 0.9856, 0.9830, 0.9786, 0.9765 and 0.9765 in terms of accuracy.

Furthermore, most of the traditional algorithms perform well, except NB.

Fig. 4.20 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

1852 of them correctly. In addition, as for the Benign class, the model classifies 22 out of

2401 entities inaccurately.

The combined model of KNN, SVM and NB accurately classifies 1842 out of 1892, or
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Figure 4.18: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
mutual information (10 Features)

Table 4.5: Performance of the models using Mutual Information (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9841 0.9888 0.9841 0.9865
SVM 0.9814 0.9835 0.9741 0.9788
DT 0.9599 0.9762 0.9318 0.9535
NB 0.8915 0.9541 0.7918 0.8654
Voting (KNN, SVM, DT) 0.9856 0.9883 0.9789 0.9835
Voting (KNN, SVM, NB) 0.9830 0.9877 0.9736 0.9806
Voting (KNN, NB, DT) 0.9786 0.9875 0.9635 0.9754
Voting (SVM, NB, DT) 0.9765 0.9848 0.9614 0.9730
Voting (KNN, SVM, NB, DT) 0.9765 0.9848 0.9614 0.9730

Figure 4.19: Accuracy of the models using mutual information (11 features)

97.36%. In addition, the model correctly classifies 2378 occurrences of 2401 in Figure

4.21.

Out of 1892 DDoS occurrences, Fig. 4.22 demonstrates that 1823 of them are accurately
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Figure 4.20: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
mutual information (11 Features)

Figure 4.21: Confusion matrix of the ensemble model of KNN, SVM and NB using
mutual information (11 Features)

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 23 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1819 of 1892 i.e. 96.14% correctly.

Furthermore, the model classifies 2373 instances of 2401 accurately in Fig. 4.23.

Figure 4.24 demonstrates that 1778 out of 1854 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 29 out of 2401 instances in the Benign class.
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Figure 4.22: Confusion matrix of the ensemble model of KNN, NB and DT using mutual
information (11 Features)

Figure 4.23: Confusion matrix of the ensemble model of SVM, NB and DT using mutual
information (11 Features)

4.3.3 Feature Importance

Table 4.6 shows that, in terms of precision, KNN scored the highest, which is 0.9827.

The next highest score for precision is 0.9826 that is for voting (KNN, SVM, DT). The

highest score of F1-score is 0.9842 which is for Voting (KNN, SVM, DT) and the lowest

F1-score is 0.8597 by NB.

Fig. 4.25 represents that two models have an accuracy score over 0.98 and among them,

Voting (KNN, SVM, DT) has the highest accuracy which is 0.9860. The model is fol-

lowed by Voting (KNN, SVM, DT), SVM and KNN with accuracy score of 0.98181,
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Figure 4.24: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
mutual information (11 Features)

Table 4.6: Performance of the models using Feature Importance (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9751 0.9827 0.9604 0.9714
SVM 0.9788 0.9747 0.9773 0.9760
DT 0.9625 0.9806 0.9334 0.9564
NB 0.8870 0.9495 0.7854 0.8597
Voting (KNN, SVM, DT) 0.9860 0.9826 0.9857 0.9842
Voting (KNN, SVM, NB) 0.9697 0.9788 0.9519 0.9652
Voting (KNN, NB, DT) 0.9669 0.9818 0.9424 0.9617
Voting (SVM, NB, DT) 0.9730 0.9779 0.9604 0.9691
Voting (KNN, SVM, NB, DT) 0.9818 0.9734 0.9857 0.9795

0.9788 and 0.9751 respectively.

Figure 4.25: Accuracy of the models using feature importance (10 features)

Fig. 4.26 shows that out of 1892 DDoS instances, the proposed ensemble model classifies
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1865 of them correctly. In addition, as for the Benign class, the model classifies 33 out of

2401 entities inaccurately.

Figure 4.26: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
feature importance (10 Features)

The combined model of KNN, SVM and NB accurately classifies 1801 out of 1892, or

95.19%. In addition, the model correctly classifies 2366 occurrences of 2362 in Figure

4.27.

Figure 4.27: Confusion matrix of the ensemble model of KNN, SVM and NB using
feature importance (10 Features)

Out of 1892 DDoS occurrences, Fig. 4.28 demonstrates that 1783 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 33 out
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of 2401 elements in the Benign class are incorrectly classified by the model.

Figure 4.28: Confusion matrix of the ensemble model of KNN, NB and DT using feature
importance (10 Features)

The ensemble model of SVM, NB and DT classifies 1817 of 1892 i.e. 96.03% correctly.

Furthermore, the model classifies 2360 instances of 2401 accurately in Fig. 4.29.

Figure 4.29: Confusion matrix of the ensemble model of SVM, NB and DT using feature
importance (10 Features)

Figure 4.30 demonstrates that 1865 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 51 out of 2401 instances in the Benign class.
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Figure 4.30: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
feature importance (10 Features)

Among the traditional algorithms, SVM is performing the best in case of feature im-

portance (with 11 features) with an F1-score of 0.9789, showed in Table 4.7. However,

Voting (KNN, SVM, DT) performs far better with an F1-score of 0.9871.

Table 4.7: Performance of the models using Feature Importance (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9760 0.9833 0.9619 0.9725
SVM 0.9814 0.9753 0.9826 0.9789
DT 0.9711 0.9825 0.9514 0.9667
NB 0.8861 0.9494 0.7833 0.8584
Voting (KNN, SVM, DT) 0.9886 0.9832 0.9910 0.9871
Voting (KNN, SVM, NB) 0.9704 0.9794 0.9530 0.9660
Voting (KNN, NB, DT) 0.9676 0.9824 0.9434 0.9625
Voting (SVM, NB, DT) 0.9755 0.9786 0.9656 0.9721
Voting (KNN, SVM, NB, DT) 0.9846 0.9745 0.9901 0.9827

Fig. 4.31 reflects that ensemble methods such as Voting (KNN, SVM, DT), Voting (KNN,

SVM, NB), Voting (KNN, NB, DT), Voting (SVM, NB, DT) and Voting (KNN, SVM, DT,

NB) have scored 0.9886, 0.9704, 0.9676, 0.9755 and 0.9846 in terms of accuracy. In ad-

dition, SVM, KNN and DT score 0.9814, 0.9760 and 0.9711 respectively.

Fig. 4.32 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

1875 of them correctly. In addition, as for the Benign class, the model classifies 32 out of

2401 entities inaccurately.
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Figure 4.31: Accuracy of the models using feature importance (11 features)

Figure 4.32: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
feature importance (11 Features)

The combined model of KNN, SVM and NB accurately classifies 1803 out of 1892, or

95.30%. In addition, the model correctly classifies 2363 occurrences of 2401 in Figure

4.33.

Out of 1892 DDoS occurrences, Fig. 4.34 demonstrates that 1785 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 32 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1827 of 1892 i.e. 96.56% correctly.

Furthermore, the model classifies 2361 instances of 2401 accurately in Fig. 4.35.
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Figure 4.33: Confusion matrix of the ensemble model of KNN, SVM and NB using
feature importance (11 Features)

Figure 4.34: Confusion matrix of the ensemble model of KNN, NB and DT using feature
importance (11 Features)

Figure 4.36 demonstrates that 1875 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 49 out of 2401 instances in the Benign class.

4.3.4 Optimal Features

Table 4.8 shows Voting (KNN, SVM, DT) tops the F1-score list with a score of 0.9910

followed by that of SVM which is 0.9845. On the other hand, NB is at the bottom with

0.8581 as its F1-score.

The Fig. 4.37 shows 0.9921 to be the highest accuracy which is of Voting (KNN, SVM,

DT) followed by SVM’s accuracy score of 0.9863. The other ensemble methods have
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Figure 4.35: Confusion matrix of the ensemble model of SVM, NB and DT using feature
importance (11 Features)

Figure 4.36: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
feature importance (11 Features)

accuracy scores of 0.9790, 0.9790, 0.9783 and 0.9732 by Voting (KNN, SVM, NB, DT),

Voting (SVM, NB, DT), Voting (KNN, SVM, NB) and Voting (KNN, NB, DT) respec-

tively.

Fig. 4.38 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

1872 of them correctly. In addition, as for the Benign class, the model classifies 14 out of

2401 entities inaccurately.

The combined model of KNN, SVM and NB accurately classifies 1827 out of 1892, or

96.56%. In addition, the model correctly classifies 2373 occurrences of 2401 in Figure

4.39.
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Table 4.8: Performance of the models using Optimal Features (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9818 0.9855 0.9730 0.9793
SVM 0.9863 0.9816 0.9873 0.9845
DT 0.9776 0.9880 0.9609 0.9743
NB 0.8856 0.9465 0.7849 0.8581
Voting (KNN, SVM, DT) 0.9921 0.9926 0.9894 0.9910
Voting (KNN, SVM, NB) 0.9783 0.9849 0.9656 0.9752
Voting (KNN, NB, DT) 0.9732 0.9901 0.9487 0.9690
Voting (SVM, NB, DT) 0.9790 0.9829 0.9693 0.9761
Voting (KNN, SVM, NB, DT) 0.9790 0.9829 0.9693 0.9761

Figure 4.37: Accuracy of the models using optimal features (10 features)

Out of 1892 DDoS occurrences, Fig. 4.40 demonstrates that 1795 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 18 out

of 2401 elements in the Benign class are incorrectly classified by the model.

The ensemble model of SVM, NB and DT classifies 1834 of 1892 i.e. 96.93% correctly.

Furthermore, the model classifies 2369 instances of 2401 accurately in Fig. 4.41.

Figure 4.42 demonstrates that 1872 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 33 out of 2401 instances in the Benign class.
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Figure 4.38: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
10 optimal features

Figure 4.39: Confusion matrix of the ensemble model of KNN, SVM and NB using 10
optimal features

Among the traditional algorithms, SVM is performing the best in case of optimal features

(with 11 features) with 98.89% precision and 99.15% recall, showed in Table 4.9. Other

traditional algorithms KNN, DT and NB have 0.9882; 0.9736, 0.9864; 0.9598 and 0.9465;

0.7849 in precision and recall respectively.

Fig. 4.43 reflects that ensemble methods such as Voting (KNN, SVM, DT), Voting (KNN,

SVM, NB, DT), Voting (KNN, SVM, NB), Voting (SVM, NB, DT) and Voting (KNN,

NB, DT) scored 0.9940, 0.9846, 0.9832, 0.9814 and 0.973 in terms of accuracy. Further-

more, most of the traditional algorithms perform well, except NB.

Fig. 4.44 shows that out of 1892 DDoS instances, the proposed ensemble model classifies

68



Figure 4.40: Confusion matrix of the ensemble model of KNN, NB and DT using 10
optimal features

Figure 4.41: Confusion matrix of the ensemble model of SVM, NB and DT using 10
optimal features

1877 of them correctly. In addition, as for the Benign class, the model classifies 11 out of

2401 entities inaccurately.

The combined model of KNN, SVM and NB accurately classifies 1837 out of 1892, or

97.09%. In addition, the model correctly classifies 2384 occurrences of 2401 in Figure

4.45.

Out of 1892 DDoS occurrences, Fig. 4.46 demonstrates that 1795 of them are accurately

classified by the ensemble model consisting of KNN, NB, and DT. Furthermore, 19 out

of 2401 elements in the Benign class are incorrectly classified by the model.
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Figure 4.42: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
10 optimal features

Table 4.9: Performance of the models using Optimal Features (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.9832 0.9882 0.9736 0.9808
SVM 0.9914 0.9889 0.9915 0.9902
DT 0.9765 0.9864 0.9598 0.9729
NB 0.8856 0.9465 0.7849 0.8581
Voting (KNN, SVM, DT) 0.9940 0.9942 0.9921 0.9931
Voting (KNN, SVM, NB) 0.9832 0.9908 0.9709 0.9808
Voting (KNN, NB, DT) 0.9730 0.9895 0.9487 0.9687
Voting (SVM, NB, DT) 0.9814 0.9876 0.9699 0.9787
Voting (KNN, SVM, NB, DT) 0.9814 0.9876 0.9699 0.9787

Figure 4.43: Accuracy of the models using optimal features (11 features)

The ensemble model of SVM, NB and DT classifies 1835 of 1892 i.e. 96.99% correctly.

Furthermore, the model classifies 2378 instances of 2401 accurately in Fig. 4.47.
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Figure 4.44: Confusion matrix of the proposed ensemble model (KNN, SVM, DT) using
11 optimal features

Figure 4.45: Confusion matrix of the ensemble model of KNN, SVM and NB using 11
optimal features

Figure 4.48 demonstrates that 1879 out of 1892 DDoS occurrences are accurately classi-

fied by the ensemble model including KNN, SVM, NB and DT. Furthermore, the model

incorrectly classifies 27 out of 2401 instances in the Benign class.
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Figure 4.46: Confusion matrix of the ensemble model of KNN, NB and DT using 11
optimal features

Figure 4.47: Confusion matrix of the ensemble model of SVM, NB and DT using 11
optimal features

Figure 4.48: Confusion matrix of the ensemble model of KNN, SVM, NB and DT using
11 optimal features
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4.4 Discussion

From Table 4.10 it is seen that the accuracy by KNN is 0.4428 and accuracy by SVM is

0.5593. Accuracy given by DT, NB, Voting (KNN, SVM, DT), Bagging and Boosting is

same, that is 0.5595. If recall are taken into consideration, then KNN scores the highest

with 1.0000 and F1-score of 0.6127. In terms of precision, SVM gives the lowest score

that is 0.0000 and KNN gives second lowest which is 0.4416. Highest precision is given

by DT, NB, Voting (KNN, SVM, DT), Bagging and Boosting which is 1.000.

Table 4.10: Performance of the models using RFE (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.4428 0.4416 1.0000 0.6127
SVM 0.5593 0.0000 0.0000 0.0000
DT 0.5595 1.000 0.0005 0.0011
NB 0.5595 1.000 0.0005 0.0011
Voting (KNN, SVM, DT) 0.5595 1.000 0.0005 0.0011
Bagging 0.5595 1.000 0.0005 0.0011
Boosting 0.5595 1.000 0.0005 0.0011

It is shown in Table 4.11 that the accuracy by SVM is 0.5593 and the accuracy by KNN

is 0.4438. The same accuracy, 0.5595, is provided by DT, NB, Voting (KNN, SVM, DT),

Bagging, and Boosting. With a recall score of 1.0000 and an F1-score of 0.6137, KNN

receives the highest rating. SVM and KNN have the lowest and second-lowest precision

scores, respectively, at 0.0000 and 0.4426. DT, NB, Voting (KNN, SVM, DT), Bagging,

and Boosting have the highest precision, which is 1.000.

Table 4.11: Performance of the models using RFE (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.4438 0.4426 1.0000 0.6137
SVM 0.5593 0.0000 0.0000 0.0000
DT 0.5595 1.000 0.0005 0.0011
NB 0.5595 1.000 0.0005 0.0011
Voting (KNN, SVM, DT) 0.5595 1.000 0.0005 0.0011
Bagging 0.5595 1.000 0.0005 0.0011
Boosting 0.5595 1.000 0.0005 0.0011

From Table 4.12 it is seen that the highest accuracy is given by SVM that is 0.9292 and

the second-highest accuracy is 0.8465 which is given by voting(KNN,SVM,DT). In terms

of precision, the highest score is given by NB that is 0.9531. The highest recall is 0.9915
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and the highest f1-score 0.9902 that is given by SVM. The lowest f1-score is 0.7437 that

is given by bagging.

Table 4.12: Performance of the models using chi square (10 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.8463 0.7512 0.9736 0.8481
SVM 0.9292 0.9682 0.9915 0.9902
DT 0.7249 0.6305 0.9080 0.7442
NB 0.8428 0.9531 0.6765 0.7913
Voting (KNN, SVM, DT) 0.8465 0.7549 0.9651 0.8471
Bagging 0.7209 0.6247 0.9186 0.7437
Boosting 0.7354 0.6410 0.9080 0.7515

Table 4.13 shows that voting (KNN,SVM,DT) provides the second-highest accuracy,

0.8619, while SVM gives the highest accuracy, 0.9485. With a precision score of 0.9659,

NB has the highest score. The highest f1-score given by the SVM is 0.9391. In terms of

recall, DT gives the highest score that is 0.9925.

Table 4.13: Performance of the models using chi square (11 features)

Algorithm Accuracy Precision Recall F1-score
KNN 0.8535 0.7579 0.9810 0.8551
SVM 0.9485 0.9810 0.9006 0.9391
DT 0.7529 0.6478 0.9925 0.7744
NB 0.9154 0.9659 0.8377 0.8973
Voting (KNN, SVM, DT) 0.8619 0.7646 0.9921 0.8636
Bagging 0.7309 0.6347 0.9286 0.7537
Boosting 0.7827 0.6827 0.9471 0.7934

Table 4.14 shows the performance of three feature selection techniques (ANOVA, mutual

information, and feature importance) and three ensemble learning techniques (bagging,

boosting, and voting) on a classification task with 10 and 11 features. The performance is

measured by the accuracy of a machine learning model trained on the selected features.

In all the cases, voting performs the best out of bagging, boosting and voting.
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Table 4.14: Performance of the models using bagging, boosting & voting (10 and 11
features)

Feature Selection
Technique

Bagging
accuracy

Boosting
accuracy

Voting accuracy
(KNN, SVM, DT)

ANOVA (10 Features) 0.9415 0.9238 0.9443
ANOVA (11 Features) 0.9439 0.9259 0.9499
Mutual Information
(10 Features)

0.9676 0.9043 0.9837

Mutual Information
(11 Features)

0.9660 0.9033 0.9856

Feature Importance
(10 Features)

0.9855 0.9623 0.9860

Feature Importance
(11 Features)

0.9865 0.9557 0.9886

Optimal (10 Features) 0.9112 0.8993 0.9921
Optimal (11 Features) 0.9156 0.9034 0.9940

Bagging and boosting tends to work well when the base models are unstable or have high

variance. If the base models are already strong and low in variance, bagging and boosting

might not provide significant improvement.

In voting, multiple models are trained independently on the same dataset. Then, the pre-

dictions from each model are combined using a ”voting” mechanism. In our proposed

model hard voting is applied which depends on majority. As the base models of our

proposed one are stable, so it gave higher accuracy by voting rather than bagging and

boosting.

Table 4.15 shows the performance of four feature selection techniques on a dataset with 9,

10, 11, and 12 features. The techniques are ANOVA, mutual information, feature impor-

tance, and optimal features. The performance is measured by the accuracy of a machine

learning model trained on the selected features.

As the number of features increases, the performance of mutual information and feature

importance improves. However, with 11 features, ANOVA gives the accuracy of 0.9499
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Table 4.15: Performance of the models using no of features

Feature Selection
Technique

9
Features

10
Features

11
Features

12
Features

ANOVA 0.9430 0.9443 0.9499 0.9489
Mutual Information 0.9812 0.9837 0.9856 0.9858
Feature Importance 0.9838 0.9860 0.9886 0.9898
Optimal Features 0.9899 0.9921 0.9940 0.9934

and 0.9489 with 12 features, which is less than 11 features. In case of optimal features,

with 11 features, the accuracy is 0.9940 and with 12 features it is 0.9934. For this reason,

10 and 11 features have been taken.

ANOVA is a powerful tool for comparing means in multiple groups, but it assumes that

the variances within each group are approximately equal and that the data are normally

distributed. For our dataset, the variance of the 11 features are not equal to that of the

12 features and that might be the reason why the accuracy is lower in case of 12 features

compared to 11 features’. In case of optimal features, domain knowledge is used. If 12

features are selected, the accuracy never outperforms the accuracy when 11 features are

selected for our dataset. For this reason, 10 and 11 features have been worked on in this

research.

4.5 Summary of Results

• The optimal features, that have been chosen from the dataset using domain knowl-

edge, get us the highest accuracy in case of both 10 and 11 features.

• The feature importance technique is the best feature selection technique for the

dataset used in this work.

• The ensemble model of KNN, SVM and DT have performed the best in every fea-

ture selection technique among the five ensemble models.
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CHAPTER 5

CONCLUSIONS

5.1 Summary

Both businesses and non-profits of all sizes, DDoS attacks carry a serious risk. Busi-

nesses and organizations can lessen their chance of becoming the target of a DDoS attack

by adopting precautions for their own safety. The current dataset has 42 features and

freely available in Kaggle. Optimal features have been selected from the dataset using

domain knowledge. 10 and 11 number of optimal features have been chosen to get higher

accuracy rate and with 11 optimal features, the highest accuracy has been found which is

99.4%.

We introduced a DDoS attack detection system in this work that uses machine learning

methods to identify the attack. We applied hard ensemble voting technique to detect the

attack with more accuracy and fewer features. To select the features, three feature selec-

tion techniques have been applied. By analyzing our result, we can conclude that DDoS

attack can be detected with more accuracy by feature importance feature selection tech-

nique. Moreover, Four ensemble models using voting have been implemented and among

them the combination of KNN, SVM and DT performs better than the other algorithms.

The top 10 or 11 features can be utilized for classifying DDoS attacks using our proposed

ensemble model. Therefore, through analyzing the features, it would be possible to deter-

mine whether there is a chance of a DDoS attack if it is possible to obtain the values of

the same features in real time.

5.2 Limitations and Future Work

Although the recommended ensemble model outperforms the traditional algorithms, there

are certain issues that were found throughout the thesis research. They will help to assess

the algorithm’s potential for future improvement. A list of these limitations is as follows:
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• Only the traditional and ensemble classifier algorithms of machine learning have

been applied. No deep learning model has been used.

• The results obtained from one dataset may not be fully applicable to different sce-

narios.

• Only four machine learning algorithms have been used in ensemble hard voting

technique. More traditional algorithms can be put in use to implement ensemble

method.

There are a number of areas where future work might be done to improve the ensemble

model and give extra performance evaluation. Those are as follows:

• The proposed ensemble model can be applied in different dataset to get the robust-

ness of the thesis work.

• Three feature selection techniques have been applied to choose 10 and 11 number

of features. More feature selection techniques could be applied to detect various

number of features so that more analysis could be done on the results.

• A new ensemble model could be developed from multiple traditional ML models to

make the prediction more reliable.

• The DDoS attack detection system could be implemented in real time to reduce the

attack in a huge scale.

78



REFERENCES

Akhtar, M. S., & Feng, T. (2022). Comparison of classification model for the detection

of cyber-attack using ensemble learning models. EAI Endorsed Transactions on

Scalable Information Systems, 9(5).

Applications of machine learning [Accessed on November 10, 2023]. (2023).

Atif, M., Anwer, F., & Talib, F. (2022). An ensemble learning approach for effective pre-

diction of diabetes mellitus using hard voting classifier. Indian Journal of Science

and Technology, 15(39), 1978–1986.

AWS Shield Threat Landscape Report – Q1 2020. (2020). https : / / aws - shield - tlr . s3 .

amazonaws.com/2020-Q1 AWS Shield TLR.pdf

Azhar, M., Ullah, S., Ullah, K., Shah, H., Namoun, A., & Rahman, K. U. (2023). A three-

dimensional real-time gait-based age detection system using machine learning.

CMC-COMPUTERS MATERIALS & CONTINUA, 75(1), 165–182.

Azmi, M. A. H., Foozy, C. F. M., Sukri, K. A. M., Abdullah, N. A., Hamid, I. R. A.,

& Amnur, H. (2021). Feature selection approach to detect ddos attack using ma-

chine learning algorithms. JOIV: International Journal on Informatics Visualiza-

tion, 5(4), 395–401.

Bagherzadeh, F., Mehrani, M.-J., Basirifard, M., & Roostaei, J. (2021). Comparative study

on total nitrogen prediction in wastewater treatment plant and effect of various

feature selection methods on machine learning algorithms performance. Journal

of Water Process Engineering, 41, 102033.
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