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ABSTRACT

Usability used to be the key quality attribute loé¢ tsoftware systems. Usability issues
were explicitly considered and evaluated to desagid develop different types of
applications like e-commerce, e-governance, e-iegyre-health etc. Defence forces
were also using different types of applicationsuling specific group of users a
specific context like battle, war and special oiers. Existing design techniques were
proposed mainly for developing general purposeiegipbns. Though, a limited number
studies had been conducted focusing on usability ser experience (UX) issues of
military applications focusing user-centered despgocess and usability evaluation.
Moreover, no specific design technique as well sability factors were suggested in
existing literature to design and develop militapplication with enhanced usability.
Thus, it was a crucial issue to explore the begedulesign technique for developing
military application with enhanced usability as lhad to reveal the all possible usability
factors that were explicitly required in designisugd developing a military application.
Therefore, the objectives of this thesis wératly, to explore the best suited deign
technique for developing military applicatiosecondly, to reveal the all possible
usability factors that would be suitable for deyéty and evaluating any military
application andinally, to develop an example military application inerdo evaluate
and validate the selected design technique anckttealed usability factors. As such, an
Advanced Battlefield Communication System was desilg using the Interactive
Dialogue Model (IDM) technique, and the applicatsupported the command structure
to enable the higher commanders by establishingualio-video communication link
with the front-line troops. An explorative study sveonducted following the Focused
Group Discussion (FGD) approach with 20 participantexplore the possible usability
factors for developing any military application; w¥eh an evaluation study was
conducted following the field study with 30 partiants to assess the applicability of
IDM approach in developing military application atwvalidate the revealed usability
factors. As outcome, this thesis found the IDM teghe as a suitable design approach
for developing both website and mobile applicatiohsotal of 14 usability factors were
revealed for designing and developing more usabid aser-friendly military
applications. Finally an advanced battlefield comioation system for Special Forces
of was developed for Bangladesh Army.
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CHAPTER|
INTRODUCTION

1.1 Preliminaries

Usability was used from long time to measures theeeof-use of an individual's
interaction with tool or device made by human [dability also was the key quality
attribute for any computer application as well. Madf the software developers
primarily focused on the functionality of an applion and rarely concerned about its
usability issues. Poor usability affected the wytibf the application and frustrates and
discourages users to use the application [2]. B@9241-11 standard defined usability
as “the extent to which a product could be usedpm®cified users to achieve specified
goals with effectiveness, efficiency and satistatin a specified context of use” [3]. In
this case effectiveness focused on the accuracycanipleteness by which users
achieve specified goals; the efficiency referrethsuse of resources with accuracy and
completeness and satisfaction referred to the éraeaind positive attitudes towards the

use of the product [4], [5].

Use of IT applications in different fields was \etite. Different types of applications
like e-learning, e-governance, e-commerce, e-heelth was being used for long time.
Usability issues were explicitly considered andleated to design and develop these
applications [6]-[10]. However, from the very begimg of information and
communication technologies (ICT) usages, defenceefowere also using the ICT to
enhance the soldiers capacity [11]-[13]. Defencece® used specific type of
applications that focused on specific group of sisévloreover, military related
application used in a specific context like warnari operations, special operations

(counter terrorism, natural disaster), etc. Thushigue set of challenges might require



overcoming to achieve the key quality of a militaagpplication that included, for
example, ease-of-use, satisfaction, learnabilitigecéveness, and efficiency, i.e., the
usability of military applications. Present day itaily applications required faster and
accurate output which demanded an efficient apipdicao fulfill all requirements with

a high degree of precise and professional skill-set

Military Forces was designed to deal with unexpgciuation in the battle field. A
command decision might lead to win or lose theldatthus well informed commander
on different issues on the battle field would eeabite decision making process.
Battlefield scenario might develop both lateraliydavertically any time during an
operation. All ranks thus needed to traverse suohr@ament multi-dimensionally.
Therefore, any military application should be vétsan multiple platforms. Only a
multi-channel approach could satisfy the need ahsmilitary application. A multi-
channel application would be necessary to provataesservices from various devices

like mobile, desktops etc.

1.2 Problem Statement and Motivation

Existing design techniques developed for desigmaipglications other than the military
application were lightly used to design and devatiaptary applications. ICT based
military applications were developed following difént design techniques. These
techniques were mainly proposed to design and dpvgéneral purpose applications.
But military applications would need to fulfill spéic design requirements as deemed
necessary for specific group of users, specificrapmal condition, intensity of the
battle, environment and situation. So, it was amast important open issue to

investigate which design technique could be usedesign and develop a military



application for achieving better performance imterof usability and user experience

(UX).

On the other hand, usability was always the keylityuaf software. Usability factors
were used to develop applications of differentdselErroneous use of usability factors
in those fields might contribute negatively in therformance of that application.
Gravity of negative effect might or might not thiea human life. But in case of
military domain, soldiers face life and death evergment in the war field. Thus, the
development of military applications following uddép factors might contribute in
reducing the life threating risk. To the best of &nowledge, a few studies had been
conducted focusing on the usability and UX issdasibitary applications. These studies
assessed and evaluated the usability of militapfieggions in different dimensions. No
specific and complete set of factors or parametere explored to evaluate or enhance
the usability standard of military applications.ublthere was a need to explore the best
suited deign technique for developing military aqgggion providing enhanced usability
as well as reveal the all possible usability faxttrat would be explicitly required in

designing and developing a military application.

1.3 Research Objectives

Based on the above discussion, the objectivesofthbsis were:
1) Firstly, to explore the best suited design temi for developing
military application.
2) Secondly, to reveal the all possible usabiliactbrs that would be
suitable for developing and evaluating any militapplication.
3) Finally, to develop an example military applioatin order to evaluate

and validate the selected design technique ancetlealed usability factors.



(Keeping in view of these objectives, the Researabsfjons were:

1)
usability of any military application?”

2)

Research Question (RQ)-1“What would be the factors that affect

Research Question (RQ)-2“How would the IDM be applicable to

design and develop a Military application to enleansability?”

1.4  Overview of Research Methodology.

From the research methodological perspective rétsisarch followed an explorative and

empirical research methodology. An overview of theearch methodology that was

followed was showed in figure 1:

Reviewed and analyzed

Revealed a suitabl

existing design techniques
and related worl

Worked as background conc

<__________

Designed the application

design technique
(Objective -1)

following the selected design
technique

l

Developed a high-
fidelity prototype of a
military application

Developed a low-
fidelity prototype of a
military application

Conducted User Study
- Il (Field Study)

\ 4

Considered to evalua

v Revealed the

Conducted User Study - | usability factors

(Focused Group

suitable for military

Evaluate
application’s usabilit
and the applicability
of the selected desig
technique
(Objective -3)

Discussion) — application
(Objective -2)
Fig 1.1: An overview of the research methodology



The thesis was carried out in the following stegguentially:

1.4.1 Step-l

A Systematic Literature Review (SLR) approach [W4ék followed to identify, evaluate

and interpret all available researches relevanthie thesis. The review explored
different general purpose design techniques ofwso# development and exiting
military applications around the world. The outcoofehis step helped to understand
the problem statement and conducted an analytieysis to find out the best suited
design techniques for developing a military appiara This also helped to select an

example military application for explorative study.

1.4.2 Step-ll
Related literature review worked as background ephand leaded to design an
application following the selected design techniqle this thesis, an advanced

battlefield communication system was designedHermilitary personal.

1.4.3 Step-lll

Following this design, an example military applioatwas developed at basic level
(low fidelity prototype) keeping in view of the nidry communication between the
commanders at higher level with the front line geowhich functions during any
military operation. This application had audio awvidual link to communicate each
other and allowed higher commanders to view thetmea battle scenario sitting in the

command post or headquarters.



1.4.4 Step-IV

A user study was conducted following the Focusedu@rDiscussion (FGD) [15]
method to understand and explore the possible litgdiictors required for developing
an effective military application. A low-fidelitgrototype was used as an example of a
military application to carry out the FGDs. The F&Were conducted with varied rank
and experience personnel. The qualitative data lfi@sed content) was analyzed using a
gualitative data analysis model, named Noticingl&xing-Thinking model [16] to
explore the possible usability factors that wouédrbquired for developing a military

application.

145 Step-V
A concrete version of high fidelity interactive pwtype was developed following the
selected design technique. In other word, the lmelity prototype was refined and

updated to develop the high fidelity prototype.

1.4.6 Step-VI

A user study was conducted on ground to test tlit@kslity of the selected design
technique based on the derived usability factong. farticipants used and evaluated the
newly developed prototype application on ground aedorded their experiences.
Finally, the experimental data was analyzed tofyesihether or not the application
fulfilled all the revealed usability factors andwanuch the selected design technique

was applicable to design the military application.



1.5 Thesis Scope

This thesis, from broader perspective, covered géeeral research field including
Human Computer Interaction (HCI), User Interfacel)(Ulesign, and Military
Information Systems. Military applications thoseraveelated to specialized operations
like Countering Terrorism, Natural Disaster, Figlgtin the Build-up Area (FIBUA) etc
and minor operations like Raid, Ambush etc weresm®red. Since the primary
contributing field was HCI, this thesis focusedare of the key user quality attributes
of software, i.e. usability. Thus, the other keyalfy factors like security, fault
tolerance, reusabilitytestability, etc were not explicitly brought intoetltonsideration
to pursue this thesis. From user perspective thigisis considered trained military users
like officers and soldiers of Bangladesh Army. Thie parameters of HCI that were

related for special need (disable) users were oatidered.

1.6  Organization of the thesis

The thesis was organized as follows:

Chapter-Il firstly discussed the theoretical backod in depth on the requirements of
Military Application, HCI, Usability, Usability Evaation Method, User Interface (Ul)
and UX. Next, discussed the different design teqimes used for general purpose
software development followed by comparative studsgter, works related to HCI
focused on military applications were discussedally, a critical summary was made
to highlight the research gaps and select a dasiggmique for developing a military

application in this research.



Chapter-Ill discussed the development process @bAded Battlefield Communication
System following the Interactive Dialogue Model KD technique. It highlighted the
designing process in three phases. Thereaftescudsed the development of the low-
fidelity prototype of this system. This chapteroattiscussed the study procedure, data
analysis and findings of the exploratory study tlvas conduct following the FGD to
find out the possible usability factors that wouté suitable for developing and

evaluating any ICT related military application.

Chapter-IV  highlighted the development process ofdvanced Battlefield
Communication System following the selected desagpinique discussed in preceding

chapter.

Chapter-V discussed elaborately the evaluationge®of the application including the

participants’ profile, study procedure, and thelgtautcomes.

Finally, chapter-VI discussed the findings and fiedi the attainment of the objectives
of the thesis. It also discussed the limitationd mmplications of thesis. Finally it noted

some future works and concluded the thesis.



CHAPTER I

THEORETICAL BACKGROUND AND RELATED WORKS

This Chapter discussed the theoretical backgroumddepth including Military
Application, HCI, Usability, Usability Evaluation &hod, User Interface (Ul) and UX.
It thereafter highlighted different design techrégwsed for general purpose software
development followed by a comparative study. Lag&isting work that were focused to
the HCI issues in design, develop, and evaluatentlitary application were discussed.
Finally, a critical summary was made to highlight tresearch gaps and selected a

design technique for developing a military applimatn this research.

2.1  Systematic Literature Review

A systematic review usually used as a means totiffievaluate, and interpret all

accessible research relevant to a particular relseprestion [14]. Systematic Literature
Review (SLR) was carried out to identify, evaluatel interpret all available research
relevant aspect related to research question ofttiesis. Main sources of review
materials were ACM digital library, IEEE Explorergdal library, Springer Link and

Wikipedia. Web application, heuristics, usabilitxgability evaluation, human-computer
interaction, focused group, defence software, amjlitapplication etc were used as
search strings by Google Search Engine. Some afaheces like books, magazine were
manually collected specially the material relatedrtilitary operation. The search was
restricted up to the 1990. After eliminating theplicate papers, priority was made.

Finally, appropriate papers were selected forditae review.



2.2 Military Application

The military applications were considered safetioal applications.According to
Department of Defense (DoD) terminology, Unitedt&aMilitary, military application
means “The system or problem to which a computepislied” [17]. Military forces
around the world were prepared for long time td dethn life and death situation every
moment in the battle field concerning safety of mamd materials. Applications
designed for military were meant to use in the amfand support administrative,
functional and operational activities. The adnimagve military applications focused
mainly on personnel management, office managemamgntory manage, training
management etc. The functional applications suppdotb operate function of the
military hardware, equipment and other wares. Om tither hand, operational
applications were used in the field during comlgagration. Military applications were
exclusive military nature and different from cigifi use. These applications were used

by the military personnel only after appropriatditieay training.

With the developed scenario soldiers used to engaitfe multidimensional tasks
besides traditional operations. The future day dgbilinear battlefield would be
overwhelmed by a combat situation with a 360-dedineeat, new high tech weapons,
the use of non-traditional forces and terrorism][F8om the recent deployment of
troops worldwide, it could be concluded that milteorces would continue to be
deployed and used for operations other than warTl@P In these operations, a small
group of soldiers would be deployed with technatadly advanced or specific
capabilities. Thus, military application developéar military force would require
meeting the demand of the nature of such operatiomsmiserating with the developed

situation and intensity of the occurrence.

10



Military Forces would face diverse and unexpecitgation arousing from the thick of
the battle. Each situation would be unique in retuith multidirectional complexity.
Commanders would need to take appropriate decisiber relevant cost benefit
analysis. Military application would thus require provide interrupted information

based services to the commanders in demand ofsdiwsf#uations.

2.3  Human-Computer Interaction (HCI)

Human-computer interaction might refer to the desigrocess, evaluation and
implementation of computing systems which woulderatt with human and its
surrounding phenomenon [19]. Computer systems vdmsigned to perform user
specific day to day tasks seamlessly. Designersuels, would be engaged to design
these systems considering human behavior, theikitig process and knowledge on the
system. Thus designers needed to consider therpenice and experience from user
perspective while designing the interaction witre thystem. Human performance
evaluation process started with manual tasks itofexs at the beginning of the last
century [20]. It intensified during World War |l thi an aim to produce more effective
weapons systems for the battlefield. This was thgisbof foundation of Ergonomics
Research Society in 1949 concerning primarily om ffhysical characteristics of
machines and systems [20]. Since the early 19B64etm human—computer interaction

(HCI) had been used worldwide.

HCI encompassed multi-disciplinary and interdisoigty subjects. It involved
Psychology, Sociology, Computer Science and Enginge Cognitive Science,

Ergonomics, Business, Graphic design and so on [2@pbmbined both a craft and a
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science together. It provided beautiful and nowrunterfaces that were artistically

pleasing and capable of fulfilling human expectatmd requirement [20].

2.3.1 Usability

According to 1ISO 9241-11 usability was “the extémtwhich a product could be used
by specified uses to achieve specified goals witleciveness, efficiency, and

satisfaction in a specified context of use”. Effeshess, efficiency and satisfaction
were the criteria by which the quality of user-protinteraction could be measured. An
interactive design process was a development efadntive products that was usable i.e.
effective to use, easy to learn, enjoyable useerapce etc [21]. The goals of usability
were utility, efficiency, learnability, effectivemss, safety and memorability etc [21].
Effectiveness referred to the performance fulfylits expected outcome. On the other
hand, Efficiency referred to the numerous ways ar@hns by which a user could

perform intended tasks with minimum steps or effeldman nature was always change
resistant and slow in adapting new system. Thewydwvanted to adapt new system
with less effort and time to learn. Users needelkaon a new system before using it.
Thus learnability factor of usability referred h@asily a system could be learning to
use. Again the user had to remember the methodiofjsuch system. Memorability

referred to how easily a system could be remembirete. Theses usability goals to

help to set usability criteria and specific objeesi while designing the system [21].

2.3.2 Usability evaluation method

Designing a system following guidelines only miglot guarantee good usability of the
system. The system needed to be checked afterapeneht that users could use easily

and like it [21]. Usability Evaluation thus ensurtthet system meet the set requirements

12



and fulfill users’ desire. This evaluation was daheughout the design life cycle of a
system. Designers needed to evaluate both desigrfumectionality of a system and
suggest solutions accordingly. This evaluation gssdnvolved checking the prescribed
standards, comparing alternative design solutiom$ assessing the design against

specified goals.

Usability evaluation was performed following difégit approaches. These were:
1) Analytical approach. This approach was based on design guidelinesriése
and models e.g. cognitive walkthrough, heuristialeation etc.
2) Empirical approach. This approach was based on quantitative/qtiaktaata
collected from users e.g. lab/field usability tegtidiary etc.
3) Formative approach. This approach supported the design process bgativly
information.
4) Summative approach This approach measured the usability according to

guantitative/qualitative criteria.

Cognitive walkthrough evaluates a design withowolwing users. It evaluates how
well the design supports user in learning task awhtifies problems based on
psychological principles [22]. Some expertise ingmtive psychology would be
required to follow this method. This approach tauk the consideration of the people's
thought process and actions when they use an acterfor the first time. Another
approach was Pluralistic walkthrough [23] with auw of users. This Walkthrough
could be performed on a paper-based prototype.eTtesild require involvement of
usability experts and developers. The purpose isf dpproach was to find usability

problems and suggested improvements.
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The other analytical approach was Heuristic evanatHeuristics were general
principles for interaction design to find usabilipyoblems in a Ul design. It would
identify where design did not follow these prineipl Some expert evaluators would be
required who independently would check for comm®rwith usability principles
(“heuristics”). Different evaluators would find tBfent problems and communicate
their finding afterwards. Finally the findings wdulbe aggregated and usability
problems would be identified. Some notable heuwristivaluation methods were
Nielsen’'s 10 Principles [24], Shneiderman’s 8 GaldRules and Tognazzini 16

Principles.

MiLE+ (Milano Lugano Evaluation Method — version 5] was used as another
evolution technique. This would be suitable for éypedia and web applications. This
was more systematic and structured than generdliliagaevaluation methods like

heuristic evaluation, cognitive walkthrough, plisat, task based testing etc. A key
concept of MIiLE+ was that an interactive applicaticould be evaluated from user

experience perspective rather than technical petispe

2.3.3 User experience and usability

User experience meant the feeling of user on therdantion with the system. This
included feel, pleasure and satisfaction when ysauking, holding, opening or closing
it. According to Garrett [26] “User experience strabout how a product works on the
inside but how it works on the outside. Every prdinat was used by someone has a
user experience: newspapers, ketchup bottlesnieglarmchairs, cardigan sweaters”.
Users experience was always from their perspectragher than system own

perspective. It included more subjective goals.ridseuld feel satisfying while using a
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system which should be enjoyable, entertainingfando use. The user should find the
system helpful, motivating and aesthetically plegsiThe user also should feel the

system supportive of creativity, rewarding and earatlly fulfilling.

The designer should recognize the user experiehde designing a system. He should
make a tradeoff between usability and user expeeietepending on the user and
context of use. All the designs might not fulfill éactors of usability goals and user
experience together. It might not be always possibldesign a process that would be
both safe and fun together. Designer might not ltde 8 design user experience but

could design for a user experience.

2.3.4 Military Applications and HCI

HCl and Usability were important key quality for véddopment of any software.
Usability factors were used to develop applicatiofgifferent fields. Usability was
equally important for military application as welirroneous use of usability factors in
general fields might contribute negatively in therfpormance but might not threaten
human life. But in case of military domain, soldiexwould face life and death every
moment in the war field. Thus, the development dlitany applications following

usability factors might contribute in reducing the threating risk.

2.3.5 Security of military application

Security was one of the important tenets of anytanyt application. Breach of security
might jeopardize success of any military operatiDesigning of military application

with information and network security would be ush@oncern for any designer and
developer. Emission and transmission from any deviwst be safe from stealing,

eavesdropping etc.
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2.4  Design Techniques of Software Development

Design technique was a process of exploring diffepossibilities, redefining existing
design solution, prototype development and contipueonducting trial and error
before reaching to a final version of applicati@Y][ Existing design techniques for

software design were discussed below:

2.4.1 Semiotic Interface sign Design and Evaluation (SIDEframework

A Semiotic Interface sign Design and EvaluatiorDES) framework [28] was proposed
in [28]. The framework focused on designing and@aténg intuitive interface signs to
enhance web usability and user-centric processs framework was based on five
semiotic layers namely semantic, syntactic, pragmanvironmental and social. It did
not support multi-language and multi-channel féesi. However it supported response

from user and offer easy navigation.

2.4.2 Web Site Design Method (WSDM)

Web Site Design Method (WSDM) was a user-centereld site designing approach for
kiosk Web Sites was proposed in [29]. This desigmrethod was mainly used for data
driven website for different types of users. Isfidivided users into different classes and
thereafter data was modeled based on class’'s viaetspavithout implementation
details. This model was then converted into progngnianguage source code files
before implementation. It could maintain the cotesisy with multiple languages but
did not support multi-channel. It required a hidtillsset of designers to design the

website.
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2.4.3 Relationship Management Methodology (RMM)

Relationship Management Methodology (RMM), a Hypedma design and construction
methodology was proposed in [30]. RMM designed aleveloped hypermedia

applications following several steps namely sliesidgn, user interface design, run-time
behavior design, entity-relationship design, nawugeal design, conversion and

construction design, testing etc. It provided eaayigation but did not support multi-

channel and multi-language.

2.4.4 Object Oriented Hypermedia Design Model (OOHDM)

Object Oriented Hypermedia Design Model (OOHDM) pmesed in [31]. It used
navigational tools to map onto relationships of twnceptual model. The model
allowed designers to design a low fidelity prot@ypnd later removed the faults
generated from the initial design. It helped toamige the navigational space as objects
of conceptual model and separated interface isBoes navigation issues [32]. This
model helped the designers to build different wedpligations reusing a single
conceptual schema. This design model provided aasyigation and multiple
languages. However, it did not support multi-chanhdacks portability, consistency,

response and other important user friendly factors.

2.4.5 UML Extension Web Design Model (UEWDM)

The Unified Modeling Language (UML) was a generatgose, developmental,
modeling language in the field of software engimegthat was intended to provide a
standard way to visualize the design of a systeBh [8 Unified Modeling Language

(UML) [34] based navigation design approach wasppsed for modeling complex

interactions in web applications was proposed dallML Extension Web Design
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Model (UEWDM). This approach provided a systemadicd conceptual design
modeling in complex web applications. In this agmio, navigation design was done
through two design models- Navigation Space Modael Bavigation Access Model.
Navigation space model defined what the users wse&dand the relationships among
navigation classes. Navigation access model defireed the web users reach those

classes. This model only provided the feature oftijle Languages Support.

2.4.6 Enhanced object-relationship model (EORM)

The enhanced object-relationship model (EORM) psepoin [35] was an Object-
oriented methodology based on three frameworkssLClaamework, Composition
framework and GUI framework. Class framework expeglsthe underlying information
structure of the application. Composition framewexrpressed the rules through which
navigation capabilities could be defined based han dlass framework, and the GUI
framework defined how the information and navigat@dements were presented to the
user. This model could not provide easy navigatiohcould maintain consistency and

support multiple languages.

2.4.7 Hypertext Design Model (HDM)

F. Garzotto and P. Paolini [36] proposed the HypertDesign Model (HDM) to
describe hypertext systems. Hypertext developmeas & structured and systematic
approach suitable for large and complex applicatidinis was developed as part of the
HYTEA project by a European Consortium [37]. Thisstem described classes of
information elements and navigational structures aafmplex system without
implementation details in a system-independent mann HDM was mainly used for

large scale hypermedia applications where regulasitganization, modernization and
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consistency were contributing factors. This moded Bome similarities with the Entity
Relationship (E-R) model. The features of HDM uud#d identification of different

categories of links with different representationales. It also distinguished between
hyper base and access structures and easily itéegthe structure of a hypertext
application with its browsing semantics. A sigrafit number of links could be derived
automatically from a conceptual-design level dedmon. It could be used as modeling
device by setting out the specifications of an magibn or as implementation device by
designing tools that directly supported applicatd@velopment [37]. It provided the
feature of easy to navigate, maintained consistamzy supported multiple languages.

But this design model did not support multicharfeature.

2.4.8 Interactive Dialogue Model (IDM)

The IDM [38] was a novel design model specificatBilored for multi-channel
applications. The background research, moving flioiguistic theories and practices,
had led to the development of a channel independiesign model (based on dialogue
Primitives). IDM approach suggested to start thsigfe in a conceptual channel-
independent fashion, and then proceed into a furkhgical design for a specific
channel (e.g. mobile, web). This sequence of teglnioffered many advantages
without complexity. IDM had additional distinctivéeatures: it was lightweight,
provides a few sets of primitives (and a simplepgra notation), which were easy to
learn and teach. Moreover, it was suitable foristirming and generating ideas at
early stage during design (or during the shift freequirements to design). Finally, it
was cost-effective (it requires little effort frodesigners) and modular (designers could

take the part they wish, not being forced to alhaothing).
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The reason IDM was called a dialogue model becassg IDM we could consider a
web experience as a dialogue between the usemhanaédb site being used. User turns
were articulated by selecting specific links, wiitleir attached semantics. Machine turns
consisted in providing pages to the user. An imtira application could be considered
a kind of dialogue generator, i.e. a device capaiflesupporting several different
conversations with different types of users. Theigieer of a web site must imagine
interesting conversations for the user and prom@édgation mechanisms to make them
possible. This approach helped shaping an apgitati a more natural way, avoiding
the designer to be concerned, from the beginninty pages, or information units, or
technologies to be used. IDM had been validateth otthe academic and industry
environments by designing the information intensiplication like museum and e-

governance sites.

2.5 Comparison among Different Design Techniques

The features of the existing design techniquesli@sissed above) were compared. The
comparative scenario was depicted in Table 2.1.Ti#e 2.1 showed that though each
method had its own merits and demerits, but the Il@bhniques include all features

like design support for multi-channel applicatiopsrtable system design, responsive
interface design, provide easy navigation, maintansistency, channel independent
application design, and assist to design infornmafistensive web and interactive

mobile application; while the technique did not dew high skill to learn and apply.
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Table 2.1: Comparison among different design techgues

w2z |88 |7]-

e a 0w | = o) m o) a =

N n S | o) o) w T a
Multi-Channel Supportive X X X X X X X 4
Portability X X X X X X X v
Respons&upportive v X X X X X X 4
Easy Navigational v X v v X X v v
Multiple Languages Supportive Xl v X 4 v 4 4 4
Consistency X v X X X v v v
Channel Independency X X X X X X X| v
High Skill Demanding X X X v X
Information intuitive web an v X X X X X v

interactive mobile application design

A military application demanded versatile use inltiple platforms, where front
troops/soldiers needed to use the mobile devicdstlaa higher commander used the
desktop at command posts. The portability, respengss, and easy navigation were
also highly important for developing an effectivedausable military application. Thus,

the IDM technique was selected for designing théirabannel military application.

2.6  Review of Different Military Applications

This sub-section would briefly present the existimgrk that were focused to the HCI

issues in design, develop, and evaluate the nyil#pplication.

A usability study was conducted on Integrated CaimpManagement System - SPKB
(Sistem Pengurusan Komputer Bersepadu) of Royahydan Air Force (RMAF) [2].

SPKB was developed for Royal Malaysian Air Forcedeset management to support
their supply chain management. This project wagdbam integrated logistics support

concept (ILS).RMAF used SPKB for maintaining assets like airgaftadar etc.
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Concurrently almost 4000 users used the systenmettmnmn their operational duties.
The study was conducted to identify the usabilityhgtems of SPKB system based on
Nielsen’s heuristics and identified a few usabifitypblems to improve the ease of use
of SPKB. Few variables like Efficiency, LearnabjlitMemorability, Errors and
Satisfaction were investigated for usability tegtior the system. A few factors were

identified to improve the usability factors of tkgstem.

User Experience (UX) for a Command, Control Comroations, Computers,
Intelligence, Surveillance and Reconnaissance (R}E/stem was explored in [39] in
order to improve the UX of the soldiers while igteting with the systems under tough
situations on the battlefield. It was mainly propdgor U. S. Army to identify human
performance and human-system interaction usingtemative user-centered design
process. It evaluated seven domains namely sysaéetyssoldier survivability, health
hazards, manpower, training, personnel and humetorfa engineering (HFE). This
system tried to improve the soldier centered desagftivities. The architectural
framework of C4ISR was now known as Department affeDse Architecture

Framework (DoDAF).

Sungho Kim et el [40] worked on military Computead®d Training (CBT) system to
improve graphic user interface (GUI) in terms ofhitity. This was used for military
education and training. This study explored tenbiliba criteria i.e. attractiveness,
simplicity, responsiveness, informativeness, adb#isg etc. As an outcome of the
study, accessibility and informativeness were tbe appreciated features ofm the

system apart from the simplicity part of it.
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The necessity of a combination of usability engimgemethods in the development of
a military training system was investigated througltase study in [40]. They had
integrated multiple methods like contextual taslalgsis, iterative designs, heuristic
evaluations, formative, and summative evaluationsvaluate a training system in order

to optimize performance of the training system [40]

In another study [41], a heuristic evaluation foliog the Atkinson et al.'s Multiple
Heuristics Evaluation Table [42] was carried out itentify the strengths and
weaknesses of Ul design of the LG-RAID (LinguisBeometry Real-time Adversarial
Intelligence and Decision-making), which was a gdrased tactical training system. It
was designed for Army personnel undergoing traiminghe development of tactically
correct courses of action. As outcome, they fountumber of usability problems of
LG-RAIDs that were not considered during the degigases of some specific features
and functions in the Ul. They also highlighted timeportance of user’s cognitive

capabilities for designing Uls.

A similar study was conducted in [43], where thimkiout loud method [44] was
followed to evaluate the usability of a system thsed to operate the Unmanned Aerial
Vehicles (UAVs). The study dealt with the problehinformation overload on the
controller when numbers of UAVs were monitored whicreate problem for HCI.
These resulted in reduced the situational awarepnédke operator. Based on the
evaluation outcome, the system was designed aliegha The alternative designed

showed better usability and system performance.

A usability evaluation of a mobile medical infornmat system for military physicians

was carried out at the Finnish Defense Forceseild ftonditions [45]. They studied 7
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military physicians at the Finnish Defense Forceswaluating the characteristics and
the features of the system, and properties andetiteres of the mobile device-Nokia
9210. They identified the potentials to fine-tuhe usability of medical database and
user-friendly and easy to use device to increase dgimality of health care in the

battlefield.

2.7  Critical Summary

From the background study we found that HCI andbllisawere important key quality
for development of any software. Usability factamsre used to develop applications of
different fields. Erroneous use of usability fast;m general fields might have negative
impact in the performance but might not threatemé life. But in case of military
domain, soldiers would deal with life and deathatiton every moment in the war field.
The development of military applications followingability factors might contribute in
reducing the life threating risk. Thus, Usabilityasvequally important for military
application as well. Again, Military force worked multidimensional space to meet the
demand of the situation. There was a necessityeteeldp application that would
support multi-channel facility. It also requiredifiiling specific design requirements
best suited for specific operational condition,tleascenario, situation etc. From the
study, we found that a few studies had been coeduocusing on the usability and UX
issues of military applications. These applicatiorese developed following different
design methodology tailored and customized from dleeeral purpose application.
These studies assessed and evaluated the usabilityerse dimensions in a scattered
way. No specific and complete set of factors/patamewere explored to

measure/evaluate or enhance the usability staridardilitary applications.
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From the design method, this thesis also found thete was no specific technique
designed for multichannel. After going throughgdheral techniques this thesis made a
comparison with IDM on basis of some design factmmg user interface properties.
IDM was found appropriate design technique for ttepi@g military application which
could be used for designing the both informaticwitive web and interactive mobile
applications. Thus, this research focused on IDMigie technique to develop an
example military application to explore the usapifiactor needed to develop military
application and to investigate the suitability béttechnique by assessing the factors

that would be required to develop a military apgiiecn with enhanced usability.
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CHAPTER Il
PROTOTYPE DESIGN AND EXPLORATORY STUDY

This Chapter discussed the development procesgsbfversion of the prototype. It
highlighted the designing process of Advanced Bagld Communication System
using IDM in three phases: Conceptual Design (C-JPMgical Design (L-IDM) and

Page Design (P-IDM). Based on these designs, atgpet of Advanced Battlefield
Communication System as an example military apfiioavas developed. Finally, the
study methodology was discussed to conduct theoeadplry study to find out the

possible usability factors that would be suitaloledeveloping any military application.

3.1 Designing Advanced Battle Field Communication Syste Using IDM

A prototype of Advanced Battlefield Communicatioys&m was developed using
IDM. In this application, an exclusive battlefiebdenario was portrayed to the higher
echelon of military through the eye of a front litreops. Audio, video and textual
communication feeds were planned to connect witimall group of front line troops
and generated those feeds in web page and molgleatpn to provide multichannel
facilities. The application consisted of web foewing, apps for communication and
hardware for transmitting audio-video feed to thebwor mobile. The detailed design

methodology for developing the application was aésed in the subsequent sections.

3.1.1 Designing the Conceptual IDM (C-IDM)
Conceptual design was the first step of the depigicess in IDM. It followed some
strategy to plan the content of the system woulds Tvas a conceptual schema which

formulates necessary “dialogue strategies” forradeng with the application without
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specifying medium or channel like web, mobile apgiion. It had three simple design

elements: “topic,” “relationship,” and “group ofpic” [38].

3.1.2 Design elements of C-IDM Basic Concept
. Topic: Topic in C-IDM was viewed as conversation betweea tiser
and the interactive application as two personsal world converses on some
subjects. This conversation might be categorized ‘®ygle Topic’ and
‘Multiple Topics’. Single topic involved conversati on a single subject with
single instance. On the other hand, ‘multiple tepiencompasses multiple
subjects with multiple instances [38]. The subjentgght be arranged or
identified in different categories which were knoas ‘Kind of Topic’.
. Relationship: It was the connection or transition between thec®p
During a conversation multiple subjects might becdssed and subject might
mingle or change from one to another. Relationsl@fermines the strategy of
switching from one kind of topic to another. It wapresented by a directed line
from one kind of topic to another kind of topictime design with cardinalities.
Cardinalities were indications of the number ofitspgnstances [38]. This could
be one-to-one (1:1) or one-to-many (1:n).
. Group of Topics: A group of topics was a set of instances of a
multiple topic [46].1t determined a specific group of topics or possislibject
of conversation [38]. A family of group of topiospresented ‘multiple groups of

topics’.
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3.1.3. C-IDM of the Proposed Application
Based on the above theoretical background, the \@-¢Dthe proposed prototype was

designed as shown in Fig 3.1:

] Under Commands
Higher Commander Commands 1: n

>
P

Communicate with 1:1

s

<> All Under Commands

i)

<> All Commanders

<> Division Commanders
<> Brigade Commanders
<> Battalion Commanders

Commands Troops 1: n

Communicate Commander 1

<> Company Commanders

<> Platoon Commanders
<> Section Commanders

Front Line Troops

s

<> All Front Line Troops

News FAQ Log In Contact Us About Us Bangladesh Army

I OOC .| )

Fig 3.1: C-IDM of the proposed application

There were three ‘Kind of Topics’ in the C-IDM fédne proposed application: ‘Higher
Commander’, ‘Under Commands’ and ‘Front Line Trdofsngle Topics were News,
FAQ, Log In, Contact Us, About Us, Bangladesh Armggc. Relevant relations
indicated the relations between two multiple topiath cardinality in the application.
For example, each ‘Higher Commander was alloweccdammmand multiple ‘Under
Commands’ but one ‘Under Command’ could communicaién only one ‘Higher

Commander’. Similarly, One ‘Under Command’ was waka to command several
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‘Front Line Troops’ whereas each ‘Front Line Trogpuld communicate with only one
‘Under Command’. Therefore, the multiple topicsgHer Commander’ was connected
to ‘Under Command’ with relevant semantic relatiwpswith 1: n cardinality and

‘Front Line Troop’ was connected to ‘Under Commanalith relevant semantic

relationship with 1: n cardinality. Group of topidsfined a specific group of topics. For
example, division commanders indicated commanden® wommand a division.

Similarly, there were other groups of topics in tt@nceptual design like battalion
commanders, company commanders, platoon commargEsson commanders etc
having almost the same motive as the other groupppts stated above with slight
change in the rank and position of the army persbrirhe design followed the existing

chain of command of Bangladesh Army.

3.2  Designing the Logical IDM (L-IDM)-Basic Concept

Logical design was the second step of the desigogss in IDM. After the conceptual
design had been defined, logical design decided diiennel through which the
application might be conveyed [38]. It could bedit@nal web, an oral channel, an
interactive TV or a mobile channel. The logical idascould be seen as a detailed
version of the conceptual design. It decided thestaints imposed by the type of
device available on a given channel like screes, $igyboard, smart pen, mouse etc. It
also decided on the media being used like audsmabitext, images, graphics, or video
etc. [38]. It took consideration of the expected@enance and the typical scenarios of
use like home or office desktop, walking or stagdaontexts, mobile use on car, etc.
The level of details could change, according togpecific needs of the project. It was

mainly a channel dependent design. It specifiednio@ement of dialogue combined
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user experience [38]. It had three design elemébisilogue Act,” “Transition Act”

and “Transition Strategy”.

3.2.1. Design Elements of L-IDM
. Dialogue Act Dialogue was the conversation between user and
application but dialogue act was the move of ttedodjue within a topic which
could be single or multiple. These acts were basethe channel specification
and user needs.
. Transition Act: Single dialogue did not require addition act twmmge
from a Kind of Topic to another Kind of Topic. Howex, when there was a need
to change from subject to many new subjects, aitiaddlialogue was needed
which was called transition act. A strategy shduéddeveloped in a way that a
user could access all the new topics.
. Introductory Act : It allowed the exploration of a group of topics &
whole. It consisted of an introduction followed a@ylist of the topics belonging
to the group. Introductory acts were the uniquetist points for the dialogue,
in the sense that any dialogue started with amwdiuictory act. It supported the

access and exploration of all the topics belonginne group.

3.2.2 L-IDM of the proposed application

Following the C-IDM schema, L-IDM for the web vessi (See Figure 3.2) and

handheld version (See Figure 3.3) of the propopetication were developed.
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Fig 3.2: L-IDM of the proposed application (web vesion)

Fig 3.2 represented the web version where kindopict “Higher Commander” was
fragmented into different dialogue acts such asengmofile, photo, contact details of
each higher commander. ‘Name’ ‘profile’ and ‘photd’ the higher commander were
necessary for identification and verification whitentact details’ could be helpful for
the higher commander to communicate with the otieenmanders in the ladder of the
organization. The dialogue ‘name’ was a defaulvauth was shown as underlined. In
the same way other kind of topics ‘Under Commaraisd ‘Front Line Troops’

contained respective dialogue acts like ‘name’ofie’, ‘photo’, ‘contact details’.
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However, ‘Front Line Troops’ had an addition dialegact named ‘inventory’ which
contained the inventory status of arms, ammunigitun of the front line troops. Single
topic like ‘Bangladesh Army’ had a single dialogaet which briefly described work
policies and other news of Bangladesh Army whicghhihelp the user to get a better

overview of both Bangladesh Army and the website.

The transition act of the relation ‘commands’ wotlelp to switch from one ‘higher
commanders’ to many ‘under commands’ who were conu@d by him. Likewise
‘Commands Troops’ transition act would help oneaemdommand to switch between
many front line troops under him (1:n semantic tietg with direct access to default
dialogue act ‘name’. On the other hand ‘Communicaith’ and ‘Communicate
Commander’ relation had one to one relation whichrebt require any transition act as

it had direct access to default dialogue act afgatopic.
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Fig 3.3: L-IDM of the proposed application (mobileversion)
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Fig 3.3 represented the mobile version which coetiall the kinds of topics excepts
the single topics ‘FAQ’, ‘About Us’ and ‘Bangladesihmy. The single topic * Contact
Us’ contained multiple dialogue acts like ‘Phonemtoer’, ‘Email Address’, ‘Send

Feedback’ and ‘Complaints list' to get in touch lwihe administrator of the web as

present in most of the web site.

3.3 Designing the Page IDM (P-IDM)-Basic Concept

According to the corresponding L-IDM design, pagesre designed form each act
containing the necessary elements of the dialo@8§. [During page designed each
dialogue act, introductory act and transition aeravconverted into a page. Relevant
topics, group of topics become landmarks of theepag this stage page design did not
consider wireframe, layout or graphic design. Visc@mmunication designers then

made layout and graphic design on the finally reedigpage [38].

3.3.1 PIDM of the proposed application

Following the P-IDM design technique numbers of gmgvere designed for the

proposed application. Some of the pages were disduselow:
. Home Page This was the index page where users encountdréitea
first instance. This was the mirror of the whol@lagation and hosted all links to
other pages. Kinds of topics- ‘Commanders’, ‘Un@ommands’ and ‘Front
Line Troops’ became landmarks of this page whiclildidoe accessible from all
pages without changing its location and positienthis application these were
placed at the upper top part top of home page.l&iopics were placed at the
bottom part of the page and group of topic wereqdaon the left side of the

page (See figure 3.4 and 3.5).
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Landmarks

Logo
e Commanders e Under Commands e Troops
Login
Photo
Profile
All Comds System Descriptions
All Div
Comds
Brief Description of Bangladesh Arm
All 8de - € v
Comds

¢ User Manual

e Credits e Contactus

Fig 3.4: Page design (home page web version)

= Commander

- Under
Commands

Photo
= Troops
All Comds
System Description
= Login

- Profile

Fig 3.5: Page design (home page mobile version)
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. Introductory dialogue act (all div commanders)

All div commanders were considered as introducthajogue act as they were
considered as group of topic as a whole. This pegetained the basic
information of all the division commanders. If theer wished to see the
information of all divisional commanders, this pageuld act as an introduction
to the group of topic all div commanders. If anyoweshed to see more
information of one particular division commandege tvould be directed to
another page containing that information by clickion the view details

information for that particular division command&ee figure 3.6).

Landmarks
Logo ) )
\\_/ ¢ Commanders ¢ Under Commands e Troops
: o Al
All Division Commanders Title Comds.
*  AllBde
Comds.
E— * AllBat
Content Comds.
* AP
Comds.
. . . All
¢ Division 1 Comdr_name view details ' COIZZCS
¢ Division 2 Comdr_name view details
¢ Division 3 Comdr_name view details
o - . User
Profile
¢ Login
See All Div Commanders + BD
Army
¢ User Manual e Credits o Contact Us

Fig 3.6: Page design (introductory dialogue act)
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. Transition act (commands troops)
Commands Troops was a transition act from commataldront line troops.
This transition act page would generate the ligtadps under the supervision of

any commander with one to many cardinality (Seer&g.7).

Landmarks

COGD ® Commander ® UnderCommand @  Front Line Troops

Front Line troops under the Commander X Title

Mr. Rafik Alam Communicate View Details Info
MD. Hasnat Communicate View Details Info

MD. Karim Communicate View Details Info

Fig 3.7: Page design (transition act)

3.4 Designing Low Fidelity Prototype of Military Applic ation

After completing the page designing, a low fideptytotype application was developed
to find out the suitable usability factors. The ¢tional diagram of the application was
shown in Figure 3.8. The camera was connectedet&Bil/smart phone using Wi-Fi to
provide a video feed to web page or handheld vergage. Head phone was connected
to the SDT/smart phone via blue tooth to make aficachannel with the commander
with their under commands for necessary interactibhe SDT/smart phone was
connected to central server via 3G/4G/Radio Rdlaxe streaming from camera with
audio could be accessed by any level of commangseng desktop/laptop/smart phone
in the command post/headquarters following one émynand one to one relationship

(See figure 3.8).
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Communicating
with
Headquarters
using apps

Fig 3.8: Functional diagram of the prototype appli@ation

3.4.1 Designing of mobile apps

A mobile application was designed to establish @authmmunication between the

troops and commanders. Troops could easily logpdhd server from user interface and

establish one to one communication with each other.

3.4.2 Configuration of different servers

There were different servers used for the prototypese were:

* Provisioning Server No sequel Apache Cassandra server was used éor us

registration and log on with Node.js framework.

* Web Server For developing web application.

* Video Broadcasting Server— For streaming the multimedia content.

» Audio Calling Server — For establishing audio call.

» Location Server— For locating the troops’ current location.
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3.4.3 Signaling architecture

» Login/Authentication

Client Side
(Android User) Server Side
TCP
Login » Apache Cassand&erver
(Username, password )+ Username/password Table

Fig 3.9: Signaling architecture of login/authenticéion

User would log on to mobile or desktop version ggilser and password which

would be provided beforehand

* Video streaming architecture
Camera from the front line troops would capture litie stream and sent to a
publisher. This publisher could be either softwameoder or hardware encoder.
A code was written to compress the stream and fmstream server. This code
could be run in multiple devices like smart photegtop, raspberry pi etc.
Hardware encoder could be any streaming device eddaewith suitable codec
and code. This stream would be sent to broadcdssingaming server. This
server would publish this stream into web or smpadne. The architecture for

video streaming is shown in Figure 3.10.

’ Camera ’ Publisher ‘ Server ’ ‘ User

Softw ‘./'f\l ncode r" ‘ St;Z?‘f"'::‘g ’ Website ‘
g <« M
& - =]

. ’ Hardware Encoder

Fig 3.10: Architecture of video streaming
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Video streaming management

Captured video packets would be larger size reggitarger bandwidth and
processing power. This needed to be compressed ssitable codec like H264,
VP6, VC1, MP2 etc. The codec would convert eactkgamto a small video
object. These object required to be stored in datoer known as video format
i,e: FLV, MP4, MOV, AVI etc. This would contain nibns of video objects.
Now these objects needed a transport track to rtiveontainer from server to
media player like Real-Time Messaging Protocol (RA)lVReal Time Streaming
Protocol (RTSP) frameworl.ive Video Streaming Management is shown in

Figure 3.11.

| Video | Encoder Container Transport Track

Codec used to
encode video Hold output of codec -

* H264 : Example:

* VPG * RTMP
o VA MP4 * RTSP etc

®

* mp2etc MOV
AVl etc

Fig 3.11: Video streaming management

Video streaming signaling

Steaming camera would capture the video and breadddeo packet using
UDP (User Datagram Protocol) for establishing latwehcy and loss-tolerating
connections. Laptop, Raspberry pi or Smart Phongdcbe connected to the
streaming camera using Wi-Fi or Bluetooth to captiire packets. In case of
software encoding scheme, the captured packet wbeld be encoded using a
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suitable codec / script (might be developed witlthpy or other suitable
language) which might be run in any suitable devides encoded packet would
be sent to Broadcasting Server using Hyper TextaSfea Protocol (HTTP). This
server would then publish the encoded packets tb/apps using RTSP or
RTMP. In case of hardware encoding scheme, videmder would directly
capture the stream, encode and directly transnstr&aming server using Real-
Time Messaging Protocol (RTMP) to publish the streato the web/app. The

video streaming signaling process is shown in BgRid 2.

Encoder / Streaming Device | UDP Steaming Camera
(Smart Phone/Lap Top/Raspberry Pji) (Action camera /web
cam)
HTTP
\4
Broadcasting/Streaming RTSP/RTMP User Device
Serve (Desktop/Mobil)

Fig 3.12: Signaling architecture of video streaming

Audio calling

A mobile app would be developed by which front lineops could call one to
other and with their higher commanders. The sigigadirchitecture is shown in
Figure 3.13. User would connect to audio callingyeeand establish call with
the destination subscriber. This system would regaicross-platform telephony
system for real-time audio communication. This rhigee Session Initiation

Protocol (SIP) trunking system.
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User-1
(Mobile)

User-2
(Mobile)

A

UbP

A 4

User Device
(Mobile)

UubpP
UbpP

Audio Calling Server
(SIP Trunking)

Fig 3.13: Signaling architecture of audio calling

Location identification service

Apps would collect the location of an individuaing GPS module and send the
information packet to the server. This server womtitk as database for storing
the location information and project in the web/aggee figure 3.14).

Headquarters would be able to identify the curgamoigress of the battlefield

scenario.

User-1
(Mobile GPS)

A

\4

Location Server

\ 4

Web/App

Fig 3.14: Signaling architecture of location seice
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3.5  Exploring the Usability Factors

An explorative study was conducted to reveal tHepaksible usability factors that
impacted the usability standard of a military apgtion. The study was conducted the
following the FGD. The researcher/student condudted FGD session as moderator

while supervisor act as facilitator. The study wagied out following the steps below:

3.5.1 Recruit and invite participants

An invitation was sent to about 50 military persehinom the rank Brigadier to Private.
Some were invited personally. However, two sessmin&GDs could be conducted.
During the FGDs, a total of 20 military personnedre present. All participants were
male having age 28 + 4.8 (mean * standard deviatifimeir service rank ranged from
Private to Lieutenant Colonel with average lengtlservice experience was 9.5 * 3.2
(mean * standard deviation). Five participants lembut 1-2 years, other four
participants had 3-5 years and rest of them hacerttan 5 years of experiences of
using ICT related applications and tools, for exemmuter, switch, server, navigation

systems, wireless communication systems, andkae li

3.5.2 Conduct the FGD session
Each FGD session was conducted following the dtefusw:
» Initial Brief : At the very outset of the discussion, the pgrtaits were briefed
about the objectives of the study and their (pigdicts) role during the session.
Two issues were ensured very meticulously so thatigipants could provide
unbiased opinion to the topic discussed in the F@®Btly, tests would be
conducted to test the application (that was beegetbped) not the participants,

and secondly, that their identity would not be HWised in anywhere in any form
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of publication. To maintain the ethical issues aagsned paper was signed by
each participant with a view to protect the intggrand privacy of the
information from unauthorized disclosure.

» Demonstration. The developed application was presented (slidm)fand a
demonstration was shown to the participants fod@0minutes with a brief

guestion and answer session to make them cleat #imapplication.

* Open discussionIn the discussion phase, the pre-set questions vased one
by one until all doubts were exhausted. Note keeyded all the points. The
whole secession was audio recorded as well.

» Transcribe and analyze the data: The audio record of the FGD session was
transcribed in a word document. The qualitativead@xt based content) was
analyzed using a qualitative data analysis modated Noticing-Collecting-

Thinking model.

3.5.3 Data analysis and findings

The study found a total of 14 factors that wouldpamt the usability standard of a

military application (see figure 3.15). The freqognvas counted basing on the number
of participants raised or discussed a particulatofa The participants were also asked
to rate the observed factors based on its sevasityMajor, Moderate and Minor. The

values assigned on these categories were 3, 21 arespectively. In this paper, the

weighted score of importance of a factor (x) wascuated by multiplying the

frequency (f) with the average score of severifygee the equation no.3.1).

Weighted Score (x)= f(x)x [
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Leamability

Accuracy

Maintainability

Ease of Use

Chain of Conmmand Supportive
Robustness

Reliability
Health Hazard
Scalablity and Interoperablility
Portability and Mobility
Flexibility
Placementand Integration of Accessories

Availability

Lightness of (Embeded) System

0 2 4 6 8 10 12 14 16

Fig 3.15: Observed usability factors with frequency

Based on the weighted score, the factors wereifitabsto three groups:
1) Highly important - weighted score was more tbaequal to 30.
2) Moderately important - weighted score was gretitan or equal to 20 and

less than 30 and

3) Less important - weighted score was less thafse® figure 3.16).
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Fig 3.16: Importance of observed usability factors
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The observed usability factors were briefly diseass the following paragraphs:

A. Availability

Availability defines the proportion of time thatettsystem was functional and working.
Maximum number of participants (70%) consideredilabdity as a highly important
(weighted score was 39) usability factor. They thtt the application should be fully
functional to provide services at all the time. Soparticipants suggested that the
equipment should have the capability to switch frone mean of connectivity to the
other (e.g., WiFi to Bluetooth) to make the apgima available instantly. Some
expressed that redundant use of some equipmerelbasakkeeping multiple (e.g., WiFi,
Bluetooth, 3G) means of connectivity might also ioye the application’s availability.
One said "...the equipment should support WiFi, éBhoth and Global System for
Mobile (GSM) technology simultaneously to ensure #pplication’s functionality all

the time...”.

B. Reliability

Reliability referred to the measure of how long #pplication performs its intended
function accurately. A total of 15 participants 020 (75%) stated that the application
should be reliable. The factor scored (38) as kighportant. Unreliable system might
influence the outcome of situation. Many particiigathought that reliability would
enhance the efficiency of the application and diyecontribute to the morale and
confidence of the troops deployed on ground. Onégig@ant responded as "...soldiers

deal with live and death situation, so there showldbe any dearth of reliability...”.
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C. Accuracy

Accuracy referred to the measure of how accurdteyapplication was performed. The
accuracy or effectiveness was also rated as highportant (36) and about 70%
participants raised their voice about this facitiey felt that there was no scope of
error in any military application. An error in tla@plication might lead to death. Many
suggested that the equipment should perform aayret do any task. One participant
responded as "...accurate and timely informatiotl assist them a lot to bring

success...”.

D. Robustness

More than half (65%) of the participants demandet tnilitary application should be
robust enough to sustain the roughness of the tondind fierceness of the situation.
They also considered it as one of the highly imgatrfactors (34). Few opined that this
application must be robust enough to function ¢iffety in adverse and hostile
environment. The transmission should withstandrsidaes, bad weather and hostile
jamming. Some participants thought that robustmessid also enhance the efficiency

and effectiveness of the application.

E. Chain of command supportive

The chain of command was considered as the maémgitr for any armed forces.
Majority of the participants (60%) opined that theplication should uphold the
operational chain of command and rated it as mmopbrtant usability factor (30). The
control and access policy of the network to monikar battle view through the camera
should support the command channel. Only immediaiber level command should

order the under command following this network. Taectionality of the application
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must support the conventional and practiced chdincammand. One said "this
application should not force to change the establischain, rather strengthen the
chain”. Another participant opined ”...This apptioa would not survive if it conflicts

with the existing chain of command...”.

F. Ease of use

Simplicity was the key to make the application lasdaptable. Many participants
(60%) opined that the application should be easyide and rated it as moderately
important usability factor (27). Many opined thamtplex application’s functionality
might lead to confusion during active operation. rdtiver, the design of different
elements should be consistent. It would help thersuso use the application
comfortably. Some brought out the issue of soldim@vement through different types
of terrain following different tactical movementlired connection might hinder their
movements and sometimes might get struck in oleta@sulting disconnection. One
said "...wired connection might restrict their mowents...” Another suggested that
"...wire could be sewed with the uniform and ortig tend can be exposed...” However,
majority suggested that application itself shouddsimple and easy to operate to make

it effective and efficient.

G. Scalability and interoperability

A total of 11 participants (55%) raised the scdigbiand interoperability issue as
moderately important factor (26). They shared thesiperience of joining different
forces in operations at different points of timesdsation demands and as per Order of
Battle (ORBAT). Thus this required interoperabiligapability and accessibility

amongst deployed forces within and between orgéoizm Compatibility of signaling
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format and communication protocol (of different o) was essential to ensure that

the application was capable of laterally and vatycscalable.

H. Maintainability

Half of the participants (50%) opined the maintereissue as a moderately important
factor (23). Participants stated that soldiers migerate in small group in a remote
place without support from rear. Thus the applaashould be easy enough to maintain
and troubleshoot so that minor problems could hmired by soldiers in the field
without (the help of) skilled manpower. Some vieviled issue very seriously as timely
execution of any military operation was of utmasportant. Minor trouble should not
hinder the functionality of the application causangevastating effect on the outcome of
the operation. One said "...the accessories sHmilelsily repairable and replaceable to

make the application always available...”.

I. Lightness/Weight of accessories

A total of 9 participants (45%) stated about tlghtiness or weight of the accessories
(e.g., camera) of the studied application and st@® a moderately important factor
(21). They opined that a typical soldier would gazonsiderable amount of weight in

the field due to gears, apparatus, weapons andr otbeessary accessories. This
condition might vary according the nature and lmcabf operation. Some indicated

that, additional weight in addition to personal pea might seem burden to some
soldiers. However, all agreed that this would delpem the situation and context of use.
If the helmet would be used in the critical or egegrcy situation, soldiers might find it

as friendly and useful apparatus which would héipnt to connect their higher

commanders at any time. One participant responsléd.soldiers in the machine gun or
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mortar section usually carry more weight than ndrfoat soldiers. Likewise, soldiers
assigned with this helmet would carry it considg@s personal weapon. Weight should

not be considered as any concern...”.

J. Placement and integration of system accessories

Almost half of the participants (45%) discussed thiegration issues of additional

accessories and scored as less important (19)rfa8tome opined that the soldiers
would feel uncomfortable to wear the helmet witlifedent shape as it might be

identifiable from others. This might give them tense of insecurity as they might be
easy target to the enemy. Some opined to put thei@in the body instead of helmet
but this would pose problem while soldiers in dakiwn position. One suggested

putting the camera on the top of helmet or on teepen. One participant disagreed and
stated as ”"...putting addition accessories in teapon will disrupt the aiming of soldier

and increase the pressure on the hand musclenéthAr participant responds as

"...adding Camera, LED, etc. might disrupt the helsnCentre of Gravity (CG)...".

K. Flexibility

Though a total of 8 participants (40%) stated #seé of flexibility but the factor was
weighted as less important (15). Some participsmggiested that the application should
provide freedom to place the camera and SDT/smiaoing anywhere in solders’
helmets and hands, respectively; so that the agiit should not curtail the flexibility
of solders movement and hinder operational activiyie stated "...the application

should flexible enough to perform with same effesmtiess and efficiency...”.
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L. Portability and mobility

Many (40%) suggested that the application shoulgdréable and mobile and rated as
less important usability factor (15). Soldiers néedeploy at any time and at any place
without prior notice. Thus the gears and apparahaild be deployable at any place
any time easily with short notice. Some raised ifseile of operating the application
while moving on vehicle or during fire and move lemue. One said "...that the
application might be used either on vehicle or pack which necessitates to make the

application portable...”.

M. Health hazard

Similar to the issue of flexibility, the health lzad factor was stated by 8 participants
(40%) and rated as a less important (15). Fewqyaaints reminded that the application
would use the Wi-Fi, Bluetooth and GSM technology the network connectivity.
These would definitely generate enough electrom@gneave which might be
hazardous to health. To reduce the ill effect efrddiation, some participants opined to
switch on the application as and when requireddi8d concern about health hazard
might affect the effectiveness of the applicatio alecrease their overall efficiency.
One stated “...Soldiers should be made clear #udiation will not have adverse effect,

otherwise they were not going to use this applcati”.

N. Learnability

About one third of the total participants (35%)tsththis issue and rated the factor as
less important (13). They reminded that soldiersildase the application under battle
stress in the thick of war. The application shduddeasy to operate with less training. It

should be easy enough to train and learn easilygaickly. They opined that soldiers
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need not to memorize any process of the applicatore said "...even if the soldiers
use the application after a long time, they shdwddable to easily reestablish their

proficiency...”.

3.6  Discussion on Study Outcomes

This study observed a total of 14 factors that i@ the key attributes of usability (i.e.
effectiveness, efficiency and satisfaction) of ditarly application. Table 3.1 showed a
comparative analysis of the usability factors thate revealed from this study with the
existing literature as discussed in Chapter 1.

Table 3.1: Comparative view of the usability factos

Factors [2] [14] [16] [18] [19] | This Study

Attractiveness/Aesthetic X
Reliability X X

Availability/ Redundancy X X

Ease of Use/Simplicity X X X X

Portability/Mobility X X

Flexibility

Effectiveness / Accuracy X X

Health Hazard X X

Placement and Integration of Accessories X

Maintainability X X X X X

Robustness/ Sustainability X X

Scalability and Interoperability X X

Chain of Command Supportive X

Trainability/Learnability/Memorability X X X X X X

Lightness/ Weight of Accessories X

The Table 3.1 showed that only one factor, i.ee,absthetic or cosmetic property was
not found in this study, while participants of tlsitudy raised their voice to make the

application simple and easy to use. Though, thepeoative analysis showed that most
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of the factors exist in the existing literature @ scattered way, but some were
innovative. Moreover, different studies statedetiint factors and no previous study (or
not a single article) explicitly presented the cdetgp list of factors that might be
suitable or related to the military applicationsftek exploratory study, 14 possible
factors were revealed as stated above that wouldsuiable for developing and
evaluating any ICT related military application.eBe factors would be validated after
developing a high fidelity military application folving IDM technique as discussed in

the subsequent chapter.
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CHAPTER IV

DEVELOPING THE APPLICATION

This chapter discussed the development process ofvaked Battlefield
Communication System that was designed followirggllDM technique. It consisted of
an indigenous advanced combat helmet, android baséde applications, SDT device
and web application aiming to portray the Commamdl &ontrol structure of a

Bangladesh Army.

4.1  Developing the Concrete Version of the Application

4.1.1 Overview of the application

An interactive prototype application of AdvancedttBdield Communication System

was developed for military. Using the proposed matibn, commander in different
tiers would be able to visualize the actual pictafethe battlefield through live

streaming, which in turn would help them in the qass of decision making about
battlefield. This application would be used in spkred operations like countering
terrorism, natural disaster, etc. This applicattmuld also be used in military minor
operations like Raid, Ambush and Special OperdtienFighting in the Build-up Area

(FIBUA), etc. The proposed application was coseetie, thus the application could
be easily affordable and deployable for the so#dief developing countries. The
application could enable higher commanders to éstahn audio-video communication

link with the front line troops.
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4.1.2 Components of the application

The application incorporated the following compatsen
* An indigenous advanced combat helmet integratingraera, encoder and audio
device.
* An android application for audio communication dadation service. A smart
phone or a soldier’s data terminal (SDT) device usex.
* A web application that would be used by the higltemmander from

headquarters or command post.

4.1.3 Developing the web application using IDM

Website for Advanced Battlefield Communication $ystwas developed based on the
design obtained in P-IDM (page design) phase. Astimeed in the previous sections
each page design obtained in P-IDM phase was ctatver a web page using preferred

language.

This website with the title Advanced Battlefield f@munication System contained the
list of all formation as higher commanders and mmwnication portal as reflected in
the conceptual design. The communication portataioad the video feeds coming
from the field soldier fitted with cameras on tharhet and headphone in the ear. This
front line troops were under the command of a paldr commander who was
conducting the operation. All the requirementsdeniified with the IDM process were
converted into some command button in the web. @rtee web sites was developed
with HTML (Hypertext Markup Language) for front enésign and PHP with MySQL

database for backend.

54



The index page contained all the basic elementeeofvebsite which were linked with
the secondary pages as per transaction act arimelgigure 4.1 represents a snapshot

of the home page of the website developed using.IDM

ADVANCED BATTLEFIELD COMMUNICATION SYSTEM

Logout

Section 1
View i —
. Platoon 3 Section 3

Platoon
view

MiLrrary NEWS

Military News 1

Fig 4.1: Home page of developed website

Snapshot of introductory dialogue act page is shawnfigure 4.2 for all div
commanders designed in P-IDM. This page showedlisheof divisions with their
commanders. Other design strategies in the comelspgp P-IDM design were also

reflected on the web page.

ADVANCED BATTLEFIELD COMMUNICATION SYSTEM

Axx DivisioN COMMANDERS

Division Commander Name

Fig 4.2: All divisional commanders page of develogewebsite
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Figure 4.3 showed the index page of the mobileimersf the application. It had all the

features rearranged for the mobile.

SAVISUNG
G TR gl 26%8 12:45 pm

HOME
OPERATIONAL ACTIVITY

INVENTORY

= o
PROFILE »
. =

:

LOGOUT

T‘

Fig 4.3: Home page of developed mobile application

4.1.4 Developing another web application without using 1M

Figure 4.4 represented another version of webdbiatained the live video feed coming
from the cameras placed on the helmets of the &rodp maintain the cardinalities
stated in the conceptual design, the video feedewmmnected accordingly. For
example, to maintain the 1: n relationship betweeommander and troops, video feeds

of those under command soldiers were connectdtetdisplay.
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Group-1
Group-2

Soldier# 2

Army Golf Club €3 —

Group2 X

0 Golf Garden
Shewn #

-Q
g 9 . Shewral +

Fig 4.4: Web page of console for headquarters

4.1.5 Developing video streaming service

. Video streaming with software encoder. Video streaming service

was initially experimented using software encod&he architecture was

followed as shown in Figure 4.5.

< \,\ ﬁ : UDP Camera
o= Y >
Encoder (Mob/Lap
Top/ Raspberry Pi) HTTP
fimpeg encoding
B User Device

ﬁ (Desktop/Mobile)

Broadcasting

i 4
RTSP = =
> )

Server

Fig 4.5: Video streaming using software encoder

Video was stream using ffserver as broadcast saneéffmpeg codec was used

for compression. Laptop, Raspberry Pi or Mobileldotonnect to the action
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camera using Wi-Fi and captured the packets. Tiiuoed packet was then
encoded using a script (developed with python laggesee Appendix A) and
sent to Broadcasting Server (ffserver) using Hypext Transfer Protocol
(HTTP). This server then published the encoded gigdio web using Real Time

Streaming Protocol (RTSP).

Numbers of steaming cameras were tested to strizanvileo from the battle
filed. Web camera produced blur video and couldstiaigtam when troops were
operating in intense battle action. Phantom S980iged better resolution video
but failed to seamless streaming during movemetrobops.Hero GoPro Black5
delivered best service in respect of regulation mmmyement. Considering the
motion capture capability, robustness and lateGoRro HEROS Black camera
was finally usedIt was waterproof up to 33ft (10m) without housittgcaptured
the live steam and transmitted the encoder. Stepmmamera (GoPro Hero)
worked as hotspot and broadcasted video packey WP (User Datagram
Protocol) for establishing low-latency and lossetating connections. The
detailed study was noted as shown in Table 4.1.

Table 4.1: Performance of camera

ltems Device Specification Comments
Web Cam Blur Resolution, Motion Insensitive
o Phantom S990 Good Resolution, Motion
% Insensitive
Hero GoPro Black 5 Good Resolution, Motion
Sensitive
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Smart phonegSamsung — J2, J6, A7 and Huawei - p9 lite), notklfdSUS and

Lenovo) and Raspberry pi (Model 3B and 3B+) wergte@ sequentially for

encoding the video. However, the processing powenwart phone, Raspberry
pi (quad core) and lower processing power note (pate duo and quad core)
could not process the video properly. Amongst tmars phones Huawei - p9
lite performed better, On the other hand, Coren@ eore i5 processors yielded
better performance (Dell Core i3, Core i5). But $sime and weight of the device
restricted the soldiers to carry the equipment et back. It hindered the
flexibility and impacted negatively in operatiorefficiency. The performance

was listed as shown in Table 4.2.

Table 4.2: Performance of software encoder

ltems Device Specification Comments
‘ oy Samsune J2, J6, A Inconsistent  strean
R p j Huawei - p9 lite less processing powey,

one wireless module

Lenovo Core duo Stream stopped aftg

‘ E Asus Quad Core 5/10 minutes, les$
_ processing power

laptop overheated

=

w Raspberry Raspberry pi 3l Stream stoppe after
N raspberry pi 3b+ (quadf 5/10 minutes, les$
core) processing power

/\ Dell Core i3, Core i5 Consistent Stream,

laptop overheated
N~

Video camera was connected to the Wi-Fi modulenwdrs phone to capture live
stream. An app was developed the retransmit th&epao streaming server

using mobile data. But smart phone technically doyperate either in mobile
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data or Wi-Fi mode. Both modules could not be atéd simultaneously. As
such a Virtual Private Network (VPN) was createdni@ke both modules active.
In such case, paid version VPN Speedify (see figué@ was used to activate
both mobile data and Wi-Fi module simultaneouslyi-RiVvwas connected to
camera to receive video stream and mobile dataused for connecting with

streaming server to transmit video.

®eeco Veorizon ¥ PN 11:38 AM

Cellular

Speedify

Speed

’ll‘i‘{|l|£|:‘h..‘ H’ ‘

Fig 4.6: VPN using Speedify

Wi-Fi

Cellular

. Video Streaming with Hardware Encoder. Video streaming

service was later experimented using hardware emco@ihe architecture

followed is shown in Figure 4.6.

Video Encoder-USA Action Camera-Canada
(Teradek ViDiu) uoe (Hero GoPro Black 5)

,g E o User Device
Broadcasting . = — (Desktop/Mobile)

Fig 4.7: Video streaming using hardware encoder
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Video was stream using NgingX server as broadeasesand H.264 codec was
used for compression. Teradek VidiU Encoder (sgeré 4.7) could broadcast
live high definition video directly to the web wiht any other device. It was
connected with camera using Wi-Fi, captured stremmd transmit to web
directly. Data connectivity was given either by ntebdata or Wi-Fi as it
supported both mood. It used Real-Time MessagingpPol (RTMP) interface

to stream live video content to web /app.

4.1.6 Developing audio calling service with android apptiation

Front line troops could call one to one using tipgpsaamongst them and with their
higher commanders. User needed to connect to aalimg server (FreeSWITCH)

which was developed as a cross-platform telepholayfopm for real-time audio

communication with FusionPBX rerouting wrapper. iBu®BX worked as web-based
Graphical User Interface (GUI). This server wadthusing Apache Web Server with
light-weight SQLite database. This connection uSedsion Initiation Protocol (SIP).
Once the session was established the audio packetsent using UDP. The audio

calling architecture was followed as shown in Feydr8.

Audio Calling
User-3 Server

User-4

Fig 4.8: Audio calling using android app
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Each solder was provided with a wireless headphehieh was connected to SDT
(smart phone) with Bluetooth. This headphone wasseh carefully to avoid
unnecessary wire accessories which would othenhisder the movement of the
solders. Moreover the wired connection would cuttee flexibility and susceptible to
wear and tear. Thus Sena SPH10 Bluetooth Intercofite®eo Headset (see figure 4.9)
was used. The audio calling application had a butthich allowed audio conversation
to transfer automatically to the solder’s ear. Whils device conference call could also

be made.

Fig 4.9: Sena SPH10 Bluetooth intercom & stereo hdset
4.1.7 Developing location identification service using agroid application

Location of the front line troops was projectedtie web by which commanders at
headquarters could easily identify the current preg of the battlefield scenario. Apps

had the facility to send location to the web asmshn Figure 4.10.

e

User-2 User-3 User-4

Location
Server

Web

Fig 4.10: Location service using android app
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A time series database KairosDB server was deployetp of Cassandra. Mobile app
collected the location from Global Navigation Skiel System (GNSS) module of
mobile device. It collected the timestamp and pdgbeKairosDB server as JSON (Java
Script Object Notation) object. Apps and Web redeetslocation service from

KairosDB and published in web/app.

4.2  Configuring the Application

It was a real challenge to configure the functiosgbktem integrating all these
accessories. A python script was developed to eneodl stream the captured video
which ran on the notepad /laptop. A number of tegtse conducted with different
option in respect of pixel setting, data rate, feaper second etc. Some of the test

instance as shown in figure 4.11 were performetieraboratory.

Fig 4.11: Configuring the application

4.3  Analyzing the Performance of the Application

It was identified that lower power processor couldt process the video stream
effectively. Raspberry pi 3 Model b+, Core Dout®core, and even Core i3 processor
could not stream the video efficiently. It was fduimat streaming camera was pushing
video packet 3.30 MBps speed and encoder pushedBps4o server during normal

activity (see Figure 4.12).

63



@ Applications Places System £
e mist1@mist1-E203NAH: ~/Desktop

File Edit View Search Terminal Help
)evice wlxc0©25e9cce275

Camera to Encoder
Bandwidth

| RERRHABRHARRAUAHRGRBRUAUT G | BHBHAUANAG wunnnni| | | it | | # | BHBRBHUBAHURTN | | HHUBHAAAHRG Curr: 3.30 MBit/s
B e 2 3.19 MBit/<

s : 2.50 MBit/s

T T T e T e : 3.97 MBit/s

A A A A R T U R AR RN : 314.27 MByte
Jutgoing:

Encoder to Server
Bandwidth

~- 288.00 Rit+’,
n: 0.00 Bit/s

Max: 1.13 kBit/s

Ttl: 99.40 kBytell

[shakil] [mist1@mist1-E203NA... [mist1@mist1-E203NA... ] mist1@mist1-E203NA...

Fig 4.12: Bandwidth requirement analysis during mrmal activity

However when troops performed dash down, running) @her intense activity, the
packet size increased up to 2.45 MBps (see Figur®) 4rom encoder to server. This
created congestion on the buffer and video stregquwizs interrupted or blocked. Thus
internet speed of more than 4 MBps was a minimuwuirement to push the video from

the encoder to broadcast server.

@ Applications Places System &
e mist1@mist1-E203NAH: ~/Desktop

File Edit View Search Terminal Help
revi 1

Video Interruption

nann| |7 | | #unnnnnnnnnntt  Curr: 3.303 kBit/s
nunnn HHuRHHHARRBRBRARHHHH Avg: 3.150 kBit/s
#anitn BRHBY RUBBRURBHBRBHBBRARBHBR Min: 2.72 kBit/s
(2o HUBHBHBHBRRBRURBRRARURE Max: 90.95 kBit/s
sHHan HERBUBRAARRAAR AR ARRRAHR T 314.27 MByte
Jutgoing:

Increased
Bandwidth

2.45 MBit/s
alle #n 967.5¢ ke /s
tnnn 267.43 kBit/s
#h R 3.10 MBit/s
JeOo 0Tk AT s U Clnnnn. | R UL o | . HER BB RGN 115.19 MBvtel

- = [shakil] [mist1@mist1-E203NA... [mist1@mist1-E203NA... [F] mist1@mist1-E203NA...

Fig 4.13: Bandwidth requirement analysis during mtense activity
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When troops were engaged in moving, running or gimgain various actions, the low
power processor could not handle the traffic anfielbwverflowed as shown in figure

4.14 and stopped video streaming.

view ey

concealing 105 DC, 105 A ) srrors in P frame

656kB time=00:22:00.50 bitrate=1430. ts/s 32 drop=19059 speed=1.

Tetrates .- ST B=32 Qrop-19066 speed=1.
concealing 116 DC, 1 MV errors in P frame

message-last: b'_GPHD_:0:0:2:0.000000\n

168kB time=00:22:01.51 bitrate=1433.0kbits/s dup=32 drop=19074 speed=1.

concealing 265 DC, 265 AC, 265 MV errors in P frame
bitrate=1434. ts/s dup=32 drop=19682 speed=1.
concealing 99 DC, 99 AC, 99 MV errors in P frame

424kB time=00: 02.56 bitrate=1433. ts/s dup=32 drop=19089 speed=1.0

Fig 4.14: Buffer overflow during intense activity

It was noticed that lower processor below coretil&zad less CPU cores and threads. It

utilized less only half of its processing powessaswn in Figure 4.15.

@ Applications Places System € M 3 2 ${4) ®Sun Dec 9, 14:28 ¢
¢ mist1@mist1-E203NAH: ~/Desktop (x]
File Edit View Search Terminal Help

CPU Utilization

4479 mist1 :..I.'.: 0:06.39

959 A .3 1:33.77 [usr/lib/xorg/Xorq -core :0 -seat seat® -auth /var/run/lightdm/root/:0 -nolisten tcp vt
4481 mist1 .6 2.0 0:06.35
4482 mist1 . .0 0:06.38
i 860 S 4. .0 0:06.26
860 S 4. .0 0:06.25

672 5 2. .0 0:00.93 /usr/bin/python /usr/bin/gtk-recordmydesktop
4433 mist1 2 4285 2. .8 0:03.11 mate-terminal
980 448 S 0. 0:03.57

Fig 4.15: CPU utilization width lower processingpower
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However, Core i5 processor performed better utidjznore than 186 % CPU usage (see

Figure 4.16). Taradeak ViDiu was finally selecésdencoder as it performed better.

l & out-6ogy « VLC media player

Media Playback Audio Video Subtitle Tools View Help

CPU Utilization

Fig 4.16: CPU utilization width higher processingpower
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CHAPTER V

EVALUATING THE APPLICATION

This chapter briefly presented the evaluation pdace, participant's profile, data

analysis and results.

5.1 Participant Profile

A battlefield scenario was depicted and troopsigipgted in the action with all gears.
A total of 30 soldiers from fighting arms were sméal to conduct the filed study. All
participants were male having age 30 £ 7 (meanatidstrd deviation). Their service
rank ranged from Private to Lieutenant Colonel wiherage length of service
experience is 12.55 + 7.12 (mean +* standard dewintB participants had about 1.5-5
years, other 13 participants had 11-15 years astdofehem had more than 15 years of
experiences of unit service. User experience in t€lated applications were mostly

below 1 year duration.

5.2  Study Procedure

The system was evaluated through filed study ineSsiens (each session took 30
minutes) at different location around Dhaka Cantenin Each session was carried out

following the steps below.

» At first, once a participant agreed to be the fEsticipant, his demographic

information was collected, and a test-consent faas also signed with him.

67



* Then the participant was provided with a shortniraj to demonstrate how to
use the system and participants were allotted mitihe time to get acquainted

with the system.

* A battlefield scenario (clearing a house) was e@atnd troops participated in

the action with all gears. Participant was askegketdorm the following tasks:

Task 1 (T1): Communicate with higher commander \aitldio

Task 2 (T2): Communicate with under command witdiau

Task 3 (T3): Video streaming while dash down andléng

Task 4 (T4): Video streaming while running and dleg house

* At the end, the participant was asked to rate ade@atements (questionnaires)

for assessing the performance and usability stan@ating scale used: 1 -5)

The battlefield communication system was evaluatét real soldiers through field

study in 5 sessions.

5.3 Analysis and Result

The outcome provided both the objective (basedimeiwed experimental data) as well
as subjective (based on participants rating scoessjlts with respect to each usability

factors that were revealed through first study.

5.3.1 Availability
Availability was the percentage of time or probdypithe system was in operable state.
In an average, it functioned for 24.8 minutes (&« = 1.30) and interrupted for 5.2

minutes (Std dev = 1.30). The availability variedni 77% to 87%, while the average
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availability was 83% (see Figure 5.1). The systeowrd or interruption happened
mainly due to internet bandwidth, camera malfunctidieadphone blue tooth

connectivity and wire disconnection (see Table.5.1)

Availability

87%

87%

70% 72% 74% 76% 78% 80% 82% 84% 86% 88%

W Session5 M Session4 W Session3 M Session2 M Sessionl

Fig 5.1: System availability in different session

Table 5.1: Reasons for system down

Sessiol Duration Non Funct | Camere| Head | Encoder| SDT Wire
of the Functi onal | malfunc | phone | malfunc | malfu | Connect
session onal | (Mins) | tioned | malfun| tioned | nction ion
(Mins) (Mins) (No) ctioned| (No) ed Error
(No) (No) (No)
session 1 30 7 23 0 1 2 1 0
session 30 5 25 1 0 0 1 1
session 30 4 26 1 1 0 0 0
session 4 30 6 24 0 1 2 0 0
session 5 30 3 27 1 0 1 0 0

The subjective rating (see Table 5.9) showed tlatigppants were agreed that the
system was available during the experiment (me&h33, Std dev = 0.88) and they
were able to perform the system functionality srhyofmean = 3.80, Std dev = 1.00).

The later score was better than the first statemdmith indicated participants were
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comfortable to perform the task when the system ac®e/available but in general

they experienced system unavailability in evergsesdue to several reasons.

5.3.2 Accuracy

Accuracy referred to the successful completionystesm’s task. During the experiment,
commanders at the Headquarters/rear monitoredivbeattion of the operation with
audio visual effect. They could also talk to theofys on ground with developed apps.
The audio-visual action was viewed in the web. @tierage system accuracy was 21.5
* 1.29 (mean = Std). A good level of accuracy foum@udio related tasks (T1 & T2)
comparing to the video-streaming related tasks&Ti34) (see Figure 5.2). The percent
of accuracy varied from 80% to 92%, while the ageravailability was 86% (see Table

5.2).

Task Completion Rate

e=@u=SUCCESS ==@==[ailed

Fig 5.2: Mean values of success and failure to aaoplish different tasks
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Table 5.2: Success rate of task completion

_ Success
Tasks Success Failed
Rate
T1: Communicate with higher commander with
_ 22 3 88%
audio
T2: Communicate with under command with audio 23 2 92%
T3: Video streaming while dash down and scrolling 1 2 4 84%
T4: Video streaming while running and clearing
20 5 80%
house

The subjective rating (see Table 5.9) showed tlaatigppants were agreed that the
system functionality were very much similar to ttask required during the actual
battlefield (mean = 3.70, Std dev = 0.92) and thgdinion about receiving the
appropriate outcome during the entire duration alae satisfactory (mean = 3.57, Std

dev = 0.86).

5.3.3 Robustness

The troops conducted an exercise on special oparathere situation was depicted as
counter termism activities which involved runnindash down, assault, crawling,
different location and time of the day. They weskeal to evaluate the performance on
the functionality of the system without failure \Wehrunning, dash down and assault. In
fact, the test-sessions were carried out in differeontext, including: Environment
(indoor vs outdoor), Different location (MIST and £ast Bengal training ground),
Weather scenario (rainy day and sunny day), ankitiRig posture (troops running, dash

down, assault, and crawling). The study resultsvsltba good level of robustness. The
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system behaved almost consistently in each sessidrthe contextual effect was not

significant to system performance (see Table 5.3).

Table 5.3: System’s downtime and uptime in every ssion

Session| Downtime | Uptime Context
1 ; »3 Indoor environment, MISTsunny day, all fightin
posture
) . - Outdoor environment, 47 East Bengal, sunny
all fighting posture
3 4 26 Outdoor environment, 47 East Bengal, sunny
all fighting posture
4 5 ” Outdoor environment, 47 East Bengal, sunny
all fighting posture
. 4 " Outdoor environment, 47 East Bengal, rainy
all fighting posture
Average 5.2 24.8

The subjective rating (see Table 5.9 and Figurgé Sh®wed that total 17 out of 30
(56.67%) participants were fully and strongly agréleat the system performance was
consistent irrespective of their context. The ageracore to this statement was also

satisfactory (mean = 3.43, Std dev = 0.82).

15 14

10

0

Strongly Agree Fully Agree Agree Partially Agree Not Agree

Fig 5.3: Participants rating about the robustness fothe system
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5.3.4 Reliability

Reliability measured how long the item performs i$ended function accurately
irrespective of the user of context. Different s@ss were conducted in different
environment as presented in Table 5.3. The stuayestl that system uptime and
downtime, as well as task completion success rag amost consistent in different
context and sessions (see Table 5.1 and TableTab)e 5.4 represents the frequency
of total malfunction occurred to each componentirduthe test-sessions. The results
indicated that in different context each sessiawa&d almost consistent (1-2) behavior,
except the encoder error of Task 3 (frequency =TBg subjective rating showed that
the system worked well in indoor (mean = 3.73, &d = 0.87), outdoor (mean = 3.80,

Std dev = 0.92), and indoor and outdoor (mean #357% dev = 0.86) environment (see

Table 5.9).
Table 5.4: Malfunction occurred to each component
Camera | Headphoneg Encoder| SDT Wire
Task Connection
Error Error Error Error
Error
T1
0 2 0 1 0
T2 0 1 0 1 0
T3
1 0 3 0 0
T4 2 0 2 0 1
Total Malfunctioned 3 3 5 2 1

5.3.5 Chain of command

The chain of command was setup with Company/Batiadommander who monitored

the action from Headquarters/Rear. Task group camdnted the action in the field as
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follow: Battalion/Company commander to Group comd&mnto sub group 1/2/3. The
subjective evaluation showed that (see Table p&}jcipants were strongly agreed on
that the system design maintained the chain of canghfmean = 4.80, Std dev = 0.45),
while they opinioned that supervision from headtgrarwould curtail their flexibility

and initiative in the field (mean = 4.20, Std de0.54), However, their actions could be

monitored from the headquarters without direct ougar interfering their actions.

It was worth to mention here that one session wasluct on real time in the presence
of the Chief of Army Staff, Bangladesh Army on 1@ 2018 where top command
echelons of Bangladesh Army were present. Besidésmal discussion with other
level of commanders suggested that ground acti@ulgdhnot be directed from the
headquarters violating the existing chain of comdnamhey also expressed that
commanders at Headquarters should monitor the racimd prepare to meet any

unforeseen situation like reinforcement, casualgceaation etc.

5.3.6 Scalability and interoperability

The performance was tested with 2, 4, 5, and 6iggaahts and found that video
streaming was interrupted while more number of caméparticipants) was used due to
the bandwidth sharing. The system performed wath@ut interruption or task failure)
in every session while the number of participaatsfield soldiers) was 2 and 4. Again,
interruption occurred 1-2 times in every sessioijevparticipants increased to 5 and 6.
The system was tested with both Wi-Fi and GSM datd Wi-Fi showed better
performance (see Figure 5.4). Figure 5.4, showedttiial number of task failure

considering the 5 sessions depending on the udiéf@fent types of data connectivity.
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Fig 5.4: Task failure to different types of data onnectivity

Participants’ opinion was collected in both sceméike separate use and the combined
use of the WiFi and Mobile data connection. Thejexttive rating (see Table 5.9)

showed that participants were more satisfied wihenWiFi data were used (mean =
3.85, Std dev = 0.82), comparing to the mobile daia (mean = 2.93, Std dev = 1.17)

as well as the combined (WiFi and Mobile) data (msean = 3.43, Std dev = 0.93).

5.3.7 Maintainability

During the period of field experiment, the systawpped functioning sometimes. The
users were trained to make the system functiordltlams they successfully revived the
system at their won. The study results (see TaBleshowed that the average repairing
times was 1.85 minutes (total failure 13 and téitake 24 minutes) while they asked
helps to troubleshoot in average 0.77 times. Thyestive feedback (see Table 5.9)
also showed that participants found the system taiamble (mean = 3.40, Std dev =

0.81) and it was easy to repair and troubleshoet(m= 3.30, Std dev = 0.71).

75



Table 5.5: Summary of troubleshooting /repair durirg exercise

Tasks | Repaired Time taken to repair (ming)  Askedhédp (frequency)
T1 3 5 2
T2 2 3 1
T3 4 9 4
T4 4 7 3
5.3.8 Lightness/Weight of accessories

The system items were fixed on the helmet in thetfand back making a balance in the

weight and center of gravity. Total weight of trez@ssories was 430 grams (see Table

5.6). They also did not find it burden during opnaal activity. It was easy to perform

action while putting on the helmet. However, maxmuwsers (67%) did not feel

difference while putting on the helmet with all assories (see figure 5.5). The

subjective feedback (see Table 5.9) showed thaicgants graded low (mean = 2.20,

Std dev = 1.19) to statement of ‘experiencing emteaght of the system’ while good

scores (mean = 3.70, Std dev = 0.60) were obsetwetthe statement of ‘Do not

experienc

es any burden the accessories’.

Table 5.6: Weight of the accessories

Ser ltems Weight in gram
1 Camera - HEROS Black 118 gm
2 Headphone - Sena SPH10 23 gm (0.8 Ounce)
3 Encoder - Teradek VidiU 142 gm
4 SDT - Huawei P9 lite 147 gm
Total 430 gm
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= Don't Feel any Difference = Experiences Differences

Fig 5.5: Participants experiences while uses the @ssories

5.3.9 Placement and integration of system accessories

The camera was placed on the front side of the éteémd the video encoder was fixed
at the back of the helmet (see Figure 5.6). Alltipgrants found this position

comfortable. The troops set the system on grolihe. success rate (without asking
help) to connect and integrate all accessoriesnftal set-up is showed in Table 5.7.
The subjective rating (see Table 5.9) showed mioa@ 8 to all statements related to
placement and integration of system accessoriasjribludes position of the camera on
the center of the helmet, positioning the portatdgice on the lower part, position of

the accessories could be done in any parts, anditta setup of the system was easy.

Fig 5.6: Positioning of the camera and video encode
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Table 5.7: Connecting and integrating all accessas for initial set-up

Session Success Failed Percent of Success
(No of Troops) (No of Troops)

Session 1 5 1 83.33%

Session 2 4 2 66.67%

Session 3 4 2 66.67%

Session 4 5 1 83.33%

Session 5 3 3 50.00%

5.3.10 Ease of use

Once initialized, the system automatically streanmedvideo and the audio channel was
activated. The headphone was connected to mokiihg bdue tooth. They felt easy to
fix all accessories in the system. Maximum (93.3#}ticipants agreed that the system

was easy to use and did not feel any complexity gure 5.7).

Strongly Agree n
Moderately Agree
Disagree m
Strongly Disagree 0

Fig 5.7: Participants opinion about the ease of usgf the system

The subjective rating related to the statementsThe‘system was easy to use’,
‘Understanding the system functionality was easgrasp’, ‘setting-up the system by

putting all accessories was very simple’ showed gatisfactory, while the participants
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scores related to the statement of ‘The systentecgEmfusion while operate’ showed a

very poor result (mean = 1.50, Std dev = 0.78) {s&de 5.9).

5.3.11 Flexibility

The application primarily used wireless system. Wieed connection was also used
within helmet which works as an independent itearwas easy to put on helmet and put
off. Other connections were with WiFi or Blue Tooths such it did not curtail the

flexibility of troop’s movement during operation.dgt of the users (90%) agreed on the

flexibility of the system and provide an averagersmf 3.63 + 0.76 (mean + Std dev).

5.3.12 Portability and mobility

The system (hardware part) was light and the volwas also small. It did not require
addition space to carry from one place to anothacep It was easily portable and
deployable at any place any time. The only requaneinwas availability of bandwidth
or internet connectivity. The system was also teste vehicle while on move which
provided uninterrupted streaming within any netwookerage. Participants also agreed
on the portability and mobility of the system (meaB.57, Std dev = 0.73) (see Table

5.9).

5.3.13 Health hazard

The system used the Wi-Fi and blue tooth conneégtiliive streaming from helmet

emitted electromagnetic wave. Since the helmetafateal made, it would reflect the
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wave from directly penetration to brain cell. Howevothers wave could also pass
through the body cell. It might create some heladthard. The users felt that the system
might put hazard to the health. However, maximueraiagreed to control the emission
by putting minimum power output and keeping standbljile not in function.

Participants rating (mean = 3.83, Std dev = 0.8%) showed that they were agreed that
the system would not create health hazard, if yiséesn could be controlled (see Table

5.9).

5.3.14 Learnability

Soldiers would use the application under battlesstrin the thick of war. Participants
were trained in average 11.2 £ 1.19 (mean + Std menutes and took practice time in
average 6.4 + 1.08 (mean = Std dev) minutes (sd#eTa8). As discussed above,
participants were able to perform their tasks araniin/repair any system failure
during the test-session. The results thus inditae the system was easy to learn and
operate. Participants were also agreed (see TaB)etltat it was easy to learn and

operate the system (mean = 4.00, Std dev = 0.71).

Table 5.8: Training and practice time

Session Training Time in ming Practice Time in mins
Session 1 10 6.4
Session 2 12 6.5
Session 3 11 6.6
Session 4 13 6.8
Session 5 10 5.6
Average 11.2 6.4
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Table 5.9: Summary of the subjective rating to diférent factors

Ser | Usability Factors Feedback Statement Scores
(Mean = Std Deviation)
1 Availability The system was available during the 3.33+0.88
experiment
The system was functioning smoothly 3.80+£1.00
during the entire duration
2 Reliability The quality of service in indoor 3.73+0.87
condition
The quality of service in the field 3.80 £0.92
condition
The service of the system both indqor 3.77 £ 0.86
and field condition
3 Accuracy Functionalities were like the actulal 3.70 £ 0.92
battlefield
Received accurate output during the 3.57 £0.86
entire duration
4 Robustness Performed consistently in every situation 30482+
Chain of The system suppachair-of-comman 4.80 = 0.4!
Command Supervision from headquarters would 4.20 £ 0.54
curtail their flexibility and initiative in
the field
6 Scalability and | System perform well using the Wili 3.83+0.82
Interoperability | connection
System perform well using the mobile 2.92 £0.93
data
System perform well using both the Wifi 3.43+0.93
and Mobile data together
7 Maintainability The system is easy to maintain 3.4040.8
The system is easy to repair and m 3.30+£0.7:
functional
8 Lightness/Weigh | Experiencing extra weight of the syst 2.20+ 0.5(
of Accessories | Do not experiences any burden the 3.70+ 0.60
accessories
9 Placement and | Position of the camera on the center| of 3.60+ 0.50
Integration of the helmet
System Positioning the portable device on the 3.70+ 0.84

Accessories

lower part
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Position of the accessories could be dopne 3.23+0.97
in any parts
The initial setup of the system was easy. 3.63£0.72
10 | Ease of Use The system was easy to use 3.83£0.70
Understanding the system functionaljty 3.67+£0.71
was easy to grasp
The system create confusion while 1.50+0.78
operate
Setting-up the system by putting all 3.57+0.73
accessories was very simple
11 | Flexibility The system was flexible to set-up and 3.63+0.76
operate
12 | Mobility & system could be deployed at any place 3.57+0.73
Portability any time easily
13 Health Hazard The system will not create healgatty 3.83 +0.85
if the system could be controlled by
putting min power output and keeping
standby while not in function.
14 | Learnability The system was easy to learn and operate 4.00 +0.71

with less training.
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CHAPTER VI

DISCUSSIONS AND CONCLUSIONS

This concluding chapter briefly presents the maitcomes, thesis contribution, the

limitation of this thesis and the future researaplications.

6. 1 Main Outcomes
The thesis provided the four main outcomes. Theawues were briefly discussed

below.

6.1.1 Revealed a suitable design technigue

HCI and Usability were key qualities to develop aaftware. This study identified that
applications developed for military forces shouldpmort multi-channel facility
fulfilling specific design requirements. Militarypplications would be used in different
context in terms of the (military) operational cdmh, battle scenario and situation.
Though a few studies had been conducted focusinth@erdesign, usability and user
experience (UX) issues of military applicationst thiese applications were designed
and developed following different design methodadsgthat were tailored and
customized from the general-purpose applicatiomss Thesis analyzed and compared
the existing the design techniques and found tietnteractive Dialogue Model (IDM)
as a more appropriate design technique for devadojoth website and mobile
applications for military forces. The IDM technigsepported easy navigation, maintain
consistency, responsive design, used to designi-ohahnel applications (both the

website and mobile applications), did not demaryh tskill to apply, and differentiate
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between channel independent and dependent applisativhile most of the methods
like HDM [36], UEWDM [33], WSDM [29], OOHDM [31], ad EORM [35] were not

supported these features all together.

6.1.2 Explore the usability factors for military application

Previous studies did not explicitly present the ptate list of factors that might be
suitable or related to the military applicationshisT research revealed a total of 14
usability factors that would be suitable for deypahy and evaluating any military
application; that includes: reliability, availaljj accuracy, ease-of-use, robustness,
chain-of-command supportive, scalability and inpem@bility, maintainability,
portability and mobility, flexibility, placement dnintegration of system accessories,
lightness/weight of accessories, health hazardleahability. Among these, most of
the factors exist in the existing literature incatsered way (i.e., different studies stated
different factors), while some were innovative littee chain-of-command supportive,
placement and integration of system accessorigisiniess/weight of accessories, and

health hazard.

6.1.3 Develop a multi-channel military application

This thesis presented an advanced battlefield canation system for Special Forces
of Bangladesh Army. The application consisted ofimaigenous advanced combat
helmet with video camera and video encoder, andh@ded mobile applications,
soldier's data terminal (SDT) device and web apian. The main objective of this

application was to portray the command and corgtalcture of a military force. It

worked as a medium of communication between théndmtgvel commanders and

front-line troops. This customized and robust comitation system would enable a
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soldier to transmit real-time battlefield scenampaudio and video transmission to the
higher commanders and receive orders and instngefiom higher commanders. In a
small group operation, they would be able to comigaie between them as well. The
system was developed in this research as an inoligesystem and no existing system
was developed indigenously, though such kind ofesgsvas not new or innovative in
context of the developed nations. The system thogoasly would enhance the
capability of Bangladesh Army and reduce the castlpasing such kind of device from

abroad.

6.1.4 Evaluate the applicability of IDM

The Advanced Battle Field Communication System designed following the IDM
design technique and the system was evaluated 3@itparticipants to measure how
much the revealed usability factors were suppdtethe developed system. The study
showed that system performed well in terms of ladl tevealed factors. The subjective
ratings were also very satisfactory that also iatdid the acceptability of the software
with respect to the all revealed factors. Sincedysem was highly depended on the
data connectivity provided by third party and a fether hardware accessories, the
limited bandwidth and the uses of the existing hamé accessories (due to the lack of
opportunity to explore other good quality of hardevaccessories) led the system to
show unavailability, less reliability, and tooktlkt bit longer time to complete the tasks
successfully in few cases. The system failure @oreoccurred mainly due to the
malfunction noticed in camera, head phone, encoded SDT,; and for the low
bandwidth or poor data connectivity. However, themxe no difficulties found due to
design issues of web and mobile application. Moeeothe user interface of the web

and mobile application assisted participants toesstdnd the problem and fix it within
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a very shortest possible time and most of the c#ésessystem was fixed by the
participants with asking less number of helps ftib moderator. In sum, the research
showed that IDM technique could be an effectivehtégue for designing and

developing any web based military application pdovi enhanced usability. Though
IDM was testing in different context like culturhkeritage web domain, electronic
government, etc. but no study was conducted betorethose assess the IDM’s
applicability in context of military application.hE outcome of this research indicated
that the IDM was quite applicable in design andelieping the military applications;

thus contributing to the field of HCI and the nahy information system.

The thesis aimed to provide the answers to twaarekequestions: (RQ1) “What would
be the factors that affect usability of any miltapplication?” and (RQ2) “How did the
IDM applicable to design and develop a Military hggttion to enhance usability?” The
findings as discussed above provided the effedivewers to RQ1 by revealing the
usability factors for military applications, whitee findings suitable design technique,
developing a military application following the seted design technique and evaluated
the performance the application with respect toabserved usability factors provided
the answer for RQ2. The elaborated and effectiavars to the research questions led

to achieve the objectives of this thesis.

6.2  Thesis Contribution
6.2.1 Contribution to Ul designers
Outcome of this would help the Ul designer to depelny application related to

military forces.
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6.2.2 Contribute to usability expert

Usability expert might consider these derived ugglfiactors to develop any military
application. The outcome of this paper thus contgl to the Military Information
Systems and HCI by providing a clear picture of iflaators should be considered to

develop any usable and useful military application.

6.2.3 Contribution to military organization

Usability factors were used to develop many appbes of different fields. Erroneous
use of usability factors in those fields might ecdnite negatively in the performance of
that application. Gravity of negative effect mightmight not threaten human life. But
in case of military domain, soldiers would face ldnd death every moment in the war
field. Thus, the development of military applicasofollowing usability factors might

contribute in reducing the life threating risk.

6.2.4 Contribution to effective war field management

The battlefield scenario was always uncertain drahges unprecedented way owing to
its fluidity. Intensive awareness of the situatioh battlefield would enhance better
decisions making and better counter-measures. égifin as revealed in the study

would be useful to monitor the live battlefield saeio and take action accordingly.

6.3 Limitations of the thesis

6.3.1 es of qualitative analysis approach
A qualitative data analysis approach was used ig1ttiesis. Qualitative data analysis

had its own limitation, because it depended onviddal's experience, knowledge,
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cognitive power, and the like. To avoid bias in #ralysis, the results were discussed
with experts, using a systematic approach, whiteveew process was also part of the

analysis.

6.3.2 Less number of participants
The evaluation process was replicated by only 3@igg@ants which was a very small
sample of total strength of Bangladesh Army. Agéte, FGD was conducted with only

20 participants.

6.3.3 Only one application was developed as case study

The study considered only one application as amele@case of military applications to
justify the research findings. Different applicaisowould have different requirements
and functions. Only one application did not trubpresent standard military application.
Usability testing with only one application lackedmpleteness in determining the

standard set of factors as yardstick.

6.3.4 Problems related to data connectivity

Data connectivity was one of the key concerns telbp the battlefield communication
system. The GSM and Wi-Fi connectivity were primeguirement to run the
application. Dependency on data connectivity ret&td the use of the system in remote

places. Moreover, poor bandwidth affected the fiometity of the application.

6.3.5 Explored less number of hardware accessories
This study integrated few hardware componentsdémera, encoder, mobile phone etc.

with the system. Many applications would have mmrmber of accessories and diverse
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use. This research explored only a few devicemtbthe best suitable device due to the
lack of availability such devices in Bangladesh dod the limited research budget.
Thus, scarcity of components restricted the devetog and evaluation study to some

extent.

6.3.6 Limited method were used to explore usability factes

To find out the all possible usability factors fonilitary application only the FGD
method was used. Some other methods like interagwiser studies could be used to
evaluate the usability factors and applicabilitytleé system. However, to validate the
reveled factors an extensive empirical study wasdaoted following the user studies

and post-test questionnaires.

6.3.7 Insecure means of communication
The GSM and Wi-Fi connectivity were main sourcesdafa connectivity. Civilian
means of communication were always susceptiblecargy breach. Insecure means of

communication without encryption made the applaatrulnerable and risky.

6.4  Future Research Implications

Future research would be conducted to re-solve nopey issues that were observed
through this research. Firstly, this explorativedstwas conducted following the FGDs.
Future research could be conducted using otheradstto explore and/or evaluate the

usability factors for military application.

Secondly, military communication means could beduses primary means of

communication as civil means might not be availatlging the time of conflict.
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Moreover civilian means of communication were isurhus, the application could be
implemented using more secure, reliable and stnoifithry communication means with
high bandwidth for data connectivity and then eatduthe system performance in terms
of the revealed usability factors to see how thefopmance differ with the present

system.

Thirdly, a total of 50 participants were recruit@dthis research, while the FGD was
conducted with 20 participants and 30 participamése involved in the field study.

Future studies could be carried out with an inardasimber of participants.

Fourthly, more hardware devices could be exploedind out the more effective

devices to improve the overall functional performainf the system.

Finally, diverse environment and multiple situati@hould be explored to make the list
exhaustive and meaningful. Thus, a few other mnyligpplications could be developed
following the either the IDM approach or any otldessign approach, and then evaluate
the system in terms of the revealed usability ficio order to make the usability

factors more generalizable.
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APPENDIX A

PYTHON SCRIPT FOR VIDEO ENCODING

import sys

import socket

import urllib.request
import subprocess
from time import sleep
import signal

import json

import re

def get_command_msg(id):
return "_GPHD_:%u:%u:%d:%1If\n" % (O, 0, 2, 0)

## Parameters:

VERBOSE=False

## Sends Record command to GoPro Camera, must\idén mode!
RECORD=False

## Saves the feed to a custom location

SAVE=True

SAVE_FILENAME="gopro5feed3"
#SAVE_FORMAT="ts"

SAVE_FORMAT="h264"

#Send video using http connection to ffserver locat
http://103.78.248.70:8330/feed2.ffm

#Send video using rtmp connection to ffserver liocat
"rtmp://103.78.248.70:1935/live/mist4"

#Send video using rtmp connection to NginX sereeation
"rtmp://103.78.248.70:1935/live/mist3"

SAVE_LOCATION="rtmp://59.152.7.56:1935/live/mist3"
def gopro_live():
UDP_IP ="10.5.5.9"
UDP_PORT = 8554
KEEP_ALIVE_PERIOD = 2500
KEEP_ALIVE_CMD =2

MESSAGE = get_command_msg(KEEP_ALIVE_CMD)

URL = "http://10.5.5.9:8080/live/amba.m3u8"

response_raw =
urllib.request.urlopen(‘http://10.5.5.9/gp/gpCohjnead().decode('utf-8")

jsondata=json.loads(response_raw)

response=jsondata["info"]["firmware_version"]

if "HD4" in response or "HD3.2" in response or "BIOn response or "HX" in



response:
print(jsondata["info"]["'model_name"]+"\n"+jsondatajfo"]["firmware_version

")

## HTTP GETs the URL that tells the GoPro to sttrdaming.

urllib.request.urlopen("http://10.5.5.9/gp/gpCoMegecute?pl=gpStream&al=
proto_v2&cl=restart").read()

if RECORD:
urllib.request.urlopen("http://10.5.5.9/gp/gpCotfcommand/shutter?p=1").rea
d()

print("UDP target IP:", UDP_IP)

print("UDP target port:", UDP_PORT)

print("message:", MESSAGE)

print("Recording on camera: " + strf(RECORD))

## GoPro HERO4 Session needs status 31 to be gogagqual than 1 in order to start
the live feed.
if "HX" in response:
connectedStatus=False
while connectedStatus == False:

reqg=urllib.request.urlopen("http://10.5.5.9/gp/gp@ol/status")
data = req.read()
encoding = req.info().get_content_charset('tf-8
json_data = json.loads(data.decode(encoding))
if json_data["status"]["31"] >= 1:
connectedStatus=True

## Opens the stream over udp in ffplay. This wksawvn working configuration by
Reddit user hoppjerka:

https://www.reddit.com/r/gopro/comments/2md8hm/htaw livestream_from_a
_gopro_hero4/crib193
loglevel_verbose=""
if VERBOSE==False:
loglevel verbose = "-loglevel panic"
if SAVE == False:
subprocess.Popen(“ffplay " + loglevel verbose ffldgs nobuffer -f:v
mpegts -probesize 8192 udp://:8554", shell=True)
else:
if SAVE_FORMAT=="ts":
TS _PARAMS =" -acodec copy -vcodec copy "
else:
TS_PARAMS =" -vcodec libx264 copy -y "
SAVELOCATION = SAVE_LOCATION #+
SAVE_FILENAME + "." + SAVE_FORMAT
print("Recording locally: " + str(SAVE))
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print("Recording stored in: " + SAVELOCATION)
print("Note: Preview was not available when sgvihe stream.")
#subprocess.Popen("ffmpeg -i 'udp://:8554" -fflagbuffer -f:-v mpegts -probesize 8192
"+ TS_PARAMS + SAVELOCATION, shell=True)
#subprocess.Popen("ffmpeg -i 'udp://:8554" -fflagbuffer -f:v mpegts -probesize 8192
"+ TS_PARAMS + SAVELOCATION, shell=True)
#subprocess.Popen("ffmpeg -i 'udp://:8554" -fflagbuffer -r 25 -s 320x240 -b:v 128k
"+ SAVELOCATION, shell=True)
subprocess.Popen("ffmpeg -i 'udp://:8554" -r 30 4024k -an -f flv " +
SAVELOCATION, shell=True)

print("message-2nd:", MESSAGE);
if sys.version_info.major >= 3:
MESSAGE = bytes(MESSAGE, "utf-8")
print("message-3rd:", MESSAGE)
print("Press ctrl+C to quit this application.\n")
while True:
print("message-last:", MESSAGE)
sock = socket.socket(socket. AF_INET, socket. SODBRAM)
sock.sendto(MESSAGE, (UDP_IP, UDP_PORT))
sleep(KEEP_ALIVE_PERIOD/1000)
else:
response = urllib.request.urlopen(‘http://10Bcameral/cv').read()
if b"Hero3" in response:

PASSWORD=urllib.request.urlopen("http://10.5.582pac/sd").read()
print("HERO3/3+/2 camera")
Password = str(PASSWORD, 'utf-8")
text=re.sub(r'\W+', ", Password)
urllib.request.urlopen("http://10.5.5.9/camera/P¥/2 text +
"&p=%02")
subprocess.Popen(“ffplay " + URL, shell=True)

def quit_gopro(signal, frame):
if RECORD:
urllib.request.urlopen("http://10.5.5.9/gp/gpCoficommand/shutter?p=0").rea

d()
sys.exit(0)

if  _name__ ==' main__"
signal.signal(signal.SIGINT, quit_gopro)
gopro_live()
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